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Abstract

Clean-label backdoor attacks pose a significant
security threat to Deep Neural Networks by in-
jecting triggers without altering ground-truth Ia-
bels. However, existing methods face a funda-
mental dilemma: sample-agnostic triggers are ro-
bust but easily detectable, while sample-specific
triggers offer superior stealthiness but suffer from
weak effectiveness due to feature suppression. To
bridge this gap, we propose a new backdoor trig-
ger framework called Mask-Guided Hybrid Trig-
ger (MGHT). MGHT uses an adaptive mask to
allocate spatial regions of hybrid trigger between
a sample-agnostic anchor for reliable memoriza-
tion and a sample-specific camouflage for percep-
tual and semantic consistency. To prevent the op-
timization from greedily relying on a single trigger
component, we further propose a Synergy-driven
Co-optimization Strategy with a margin-based syn-
ergy loss. This ensures that the hybrid trigger
is stronger and more robust than either compo-
nent alone. Extensive experiments on benchmark
datasets demonstrate that MGHT achieves com-
petitive performance, attaining over 99% ASR on
CIFAR-10 and CelebA and showing strong effec-
tiveness on high-resolution benchmarks, while pre-
serving high visual quality (PSNR > 30 dB) and
robustness to mainstream backdoor defenses.

1 Introduction

The remarkable success of Deep Neural Networks (DNN5s)
relies heavily on large-scale, high-quality datasets. In prac-
tice, model developers often collect data from open-source
platforms or third-party providers. However, this lack of
transparency in the data collection stage exposes DNNss to se-
vere security threats, including adversarial attacks [Madry et
al., 2017; Goodfellow et al., 2014] and backdoor attacks [Li
et al., 2022]. Backdoor attacks are especially dangerous be-
cause an attacker can inject a hidden trigger into only a small
fraction of the training set, causing the trained model to be-
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have normally on benign inputs while consistently misclassi-
fying any input containing the trigger into a target class.

Early studies primarily focused on dirty-label backdoor at-
tacks, where the attacker modifies both the image and its la-
bel. Although effective, the dirty-label attacks are vulnerable
to manual inspection [Turner er al., 2019] and simple data fil-
tering techniques [Borgnia et al., 2021] due to the label incon-
sistencies of poisoned samples. To overcome this limitation,
recent research focuses on more stealthy and practical clean-
label backdoor attacks. In a clean-label setting, the attacker
injects triggers without altering the ground-truth labels. This
means the victim model is required to learn the association
between the trigger and the target class in the presence of
strong target class features, making trigger injection signifi-
cantly more challenging.

Existing clean-label attacks mainly follow two strategies
for trigger construction: sample-agnostic (static) triggers
and sample-specific (dynamic) triggers. However, both ap-
proaches face intrinsic limitations under the strict clean-
label constraint. Sample-agnostic triggers, typically imple-
mented as fixed patches or global patterns [Saha et al., 2020;
Souri et al., 2022; Zeng et al., 2023], provide a stable, consis-
tent feature that is easy for the model to memorize, resulting
in high attack success rates. While these trigger patterns are
imperceptible during the training phase, they often become
visually obvious at the test phase or require amplification to
be more effective. In contrast, sample-specific triggers gener-
ate dynamic perturbations based on the input image, offering
superior stealthiness in both the training and testing stages.
However, establishing a strong backdoor correlation with dy-
namic triggers is difficult in clean-label settings. Since the
target class labels are correct, the model tends to learn the ro-
bust semantic features of the original object rather than the
weak, dispersed dynamic noise. This is known as feature
suppression [Zhu et al., 2025]. Therefore, injecting sample-
specific backdoors in a clean-label setting is challenging.

This reveals a fundamental dilemma in clean-label back-
door learning: Sample-agnostic triggers are easy to learn but
easy to detect, while sample-specific triggers are stealthy but
hard to learn. Existing methods commit to only one of these
two extremes, lacking a mechanism to combine their comple-
mentary strengths. We argue that a robust clean-label attack
should not rely solely on one type of pattern but exploit the
strengths of both. We propose a novel perspective: utiliz-



ing the static pattern as a robust anchor to ensure injectabil-
ity, while leveraging dynamic perturbations as camouflage to
adapt to local image semantics.

Based on this insight, we introduce the Mask-Guided Hy-
brid Trigger (MGHT), which employs a learnable mask to
adaptively partition the image into regions dominated by the
sample-agnostic anchor and regions occupied by the sample-
specific camouflage. This mask-guided fusion method al-
lows the hybrid trigger to remain both learnable and robust
across different images. However, preliminary experiments
show that naively combining two triggers yields marginal
gains over individual components and can even underper-
form single triggers on complex datasets. We attribute this
degradation to unconstrained optimization, which causes the
model to collapse onto a single trigger component. To ad-
dress this, we design a Synergy-driven Co-optimization Strat-
egy that comprehensively coordinates both trigger compo-
nents via a margin-based constraint. We generate the sample-
specific trigger based on the input that already contains the
sample-agnostic trigger and introduce a Synergy Loss during
the joint training process. This mechanism prevents the opti-
mization from collapsing into trivial solutions, ensuring both
components contribute complementarily to the backdoor in-
jection. To the best of our knowledge, we are among the first
to utilize a mask mechanism to combine these two types of
triggers. Our code is available at GitHub'.

Our main contributions can be summarized as follows:

* We propose Mask-Guided Hybrid Trigger (MGHT), a
novel clean-label backdoor attack framework that unifies
sample-agnostic and sample-specific triggers through
adaptive semantic masks. By dynamically balancing
the spatial contribution of sample-agnostic and sample-
specific patterns, MGHT effectively mitigates the trade-
off between effectiveness and perceptual stealthiness.

L]

We introduce a Synergy-Driven Co-optimization Strat-
egy to jointly optimize the semantic mask, sample-
specific trigger, and sample-agnostic trigger. Specif-
ically, the sample-specific trigger generation is di-
rectly conditioned on inputs embedded with the sample-
agnostic trigger, and a Synergy Loss is employed to ex-
plicitly encourage complementary interactions between
static and dynamic patterns.

Extensive experimental results demonstrate that MGHT
achieves competitive attack success rates (ASR) com-
pared to state-of-the-art clean-label backdoor attacks,
while preserving high visual fidelity. Moreover, the pro-
posed hybrid trigger exhibits enhanced robustness across
diverse image contexts and against potential backdoor
defense mechanisms.

2 Related Work

Backdoor Attack: BadNets [Gu et al., 2019] pioneered
backdoor attacks by stamping patches and altering labels,
categorized as dirty-label attacks. To enhance stealthiness,
Turner et al. [2019] introduced the clean-label setting, inject-
ing triggers without label modification. Subsequent works
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like HTBA [Saha et al., 2020] and Sleeper Agent [Souri et al.,
2022] improved clean-label attacks by optimizing static trig-
gers through feature space minimization and gradient align-
ment, respectively. The aforementioned methods rely on
a static trigger pattern during either the training or testing
phase to activate the backdoor. To improve trigger adaptiv-
ity, ISSBA [Li et al., 2021b] introduced sample-specific trig-
gers in dirty-label settings. Specifically, a trigger is sample-
specific if the trigger pattern varies depending on the in-
put sample. Recent research extends sample-specific trig-
gers to clean-label attacks using two main strategies: image-
attribute-based and DNN-based. DABA [Xu et al., 2023]
constructs image-attribute-based sample-specific triggers by
applying fixed augmentation strategies to different channels
of the images, while COMBAT [Huynh et al., 2024] trains
a generator network using bilevel optimization. Recently,
BAAT [Zhu et al., 2025] approached this problem from a
novel perspective by utilizing abstract triggers, such as im-
age styles, to achieve label consistency and adaptivity.

Backdoor Defense: Backdoor defense can be broadly cat-
egorized into model-level and data-level approaches. Model-
level defenses modify the victim model to eliminate back-
doors. Fine-Pruning [Liu et al., 2018] mitigates threats via
retraining or pruning-then-finetuning on benign data. Oth-
ers [Yoshida and Fujino, 2020; Li et al, 2021a] employ
knowledge distillation [Hinton er al., 2015] for model pu-
rification. Neural Cleanse (NC) [Wang et al., 2019] adopts
a two-stage strategy: reverse-engineering potential triggers
for anomaly detection and suppressing their activation. Data-
level defenses filter or repair suspicious samples. During
training, methods like DeepSweep [Qiu et al., 2021] use aug-
mentation to disrupt triggers. Inference-time defenses often
assume sample-agnostic triggers. For instance, STRIP [Gao
et al., 2019] detects poisoned samples by superimposing var-
ious image patterns onto the input, while SentiNet [Chou et
al., 2020] and Februus [Doan et al., 2020] analyze Grad-
CAM ([Selvaraju et al., 2017] saliency maps to locate sus-
picious triggered regions. However, these methods rely heav-
ily on the sample-agnostic trigger assumption. To counter
sample-specific attacks, SCALE-UP [Guo er al., 2023] was
proposed to detect triggers based on scaled prediction con-
sistency. Since this approach does not rely on trigger pattern
assumptions, it is effective against sample-specific triggers.

3 Methodology
3.1 Threat Model

Following prior works on clean-label backdoor at-
tacks [Huynh er al., 2024], we define the threat model
based on a scenario where the attacker acts as a third-party
data provider with full access to the dataset. In this setting,
the attacker releases the dataset through commercial transac-
tions or open-source platforms. We assume a scenario where
the attacker can poison the training dataset before release
but cannot access the victim model parameters, gradients,
or training process. The attacker can train a local surrogate
on the released data to optimize the backdoor injection.
Specifically, to adhere to the clean-label constraint, the
attacker modifies only a subset of samples belonging to a
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Figure 1: Overview of the proposed Mask-Guided Hybrid Trigger (MGHT) framework.

pre-defined target class without altering their original labels.
The victim subsequently downloads this poisoned dataset
to train an image classifier. The attacker’s objective is to
implant a backdoor such that the infected model behaves
normally on benign inputs but misclassifies any input
containing the specific trigger to the target label. During
the inference phase, the attacker can exploit the backdoor
injection function to generate triggered samples from any
class, thereby manipulating the model’s predictions or
verifying the dataset’s usage.

3.2 Problem Statement

We focus on backdoor attacks against image classification
neural networks under the clean-label setting.

Let fy : X — [0,1]% denote the classifier, where 6 repre-
sents the model parameters, X C R? is the input data space,
and Y = {1,2,..., K'} is the label space.

Given a benign training dataset D = {(x;,9;)}Y,, the
attacker first selects a target label y; € ) and samples a
subset Dy C D to be poisoned. The poisoning rate is de-
fined as r = |Ds|/|D|. Specifically, we strictly adhere to
the clean-label constraint, ensuring that the ground-truth la-
bels of the poisoned samples belong to the target class, i.e.,
Y(zk; yx) € Ds, Y = Ys.

Let G(-) denote the trigger injection function. Existing
works generally fall into two categories regarding G(-). Some
separate the process into two stages, while others employ a
unified generator G(-) for both training and testing. We adopt
the latter unified framework, where G(-) = G(-).

Following the definition in [Li et al., 2021b], we catego-
rize the trigger generator G(-) based on its dependency on
the input:

» Sample-Specific Trigger: A generator G(-) is sample-

specific if and only if for distinct inputs z;,z; € X
(x; # x;), the extracted triggers satisfy T(G(z;)) #
T(G(x;)), where T'(-) extracts the trigger pattern from
the poisoned image.

» Sample-Agnostic Trigger: Conversely, G(-) is sample-
agnostic if the trigger remains consistent regardless of
the input, i.e., T'(G(z;)) = T(G(z;)) for any z;, z;.

The victim model fy is trained on the poisoned dataset
D, = D, UD.,, where D, = {(G(z),y)|(z,y) € Dy} and
D, = D\D;. The parameters §’ are optimized by minimizing
the loss function £:

0 =argmin > L(fo(2),y) (1)

(z,y)EDy

The attacker’s goal is to ensure the model behaves normally
on benign samples but misclassifies triggered samples to the
target label y;:

Jor(zs) = yi,  Jor(G(2:)) = v ()

While conventional views often treat sample-agnostic and
sample-specific triggers as mutually exclusive, we posit that
a robust clean-label attack can benefit from harmoniously
blending both characteristics. To bridge this gap, we formu-
late the trigger injection function G(-) as a hybrid generator.

Specifically, we define the hybrid trigger as a fusion of a
sample-agnostic pattern and a sample-specific perturbation.
Denoting the static pattern as ¢ and the parameterized gen-
erator for the sample-specific perturbation as g4 (-), the final
poisoned sample 2’ is generated through a fusion function #:

2 = Glr) = © + (5, gs() 3)



where H(-) represents the fusion strategy that combines
the sample-agnostic and sample-specific components. This
formulation allows us to flexibly integrate the stability of
sample-agnostic triggers with the diversity of sample-specific
perturbations.

3.3 Our Approach

This section details the proposed Mask-Guided Hybrid
Trigger (MGHT). As illustrated in Figure 1, we first pro-
pose a mask-guided fusion module that spatially integrates
static and dynamic patterns using a dynamic semantic mask.
Secondly, we introduce a Synergy-Driven Co-optimization
Strategy to jointly train these components in an alternating
manner, yielding a hybrid trigger that achieves both high ef-
fectiveness and robustness.

Mask-Guided Hybrid Trigger Generation

The efficacy of a hybrid trigger largely depends on the com-
position function H. A naive approach to fusing a sample-
agnostic trigger § and a sample-specific trigger g4 () is via
affine combination:

H(6,94(x)) = a-gy(x) + (1 —a)-0 Q)

However, this scalar-based mixing applies a uniform
weight « across all spatial locations and images, ignoring the
local semantic context. To overcome this limitation, we pro-
pose using a spatial adaptive mask to guide the fusion.

We introduce an adaptive mask generator 1. (-) that pro-
duces a soft mask M € [0, 1]#*W>1which is broadcast
along the channel dimension. We employ a U-Net architec-
ture for m, (x), modifying the final layer with a Sigmoid
activation to ensure the output values lie within [0, 1]. Our
proposed mask-guided hybrid trigger generator can be for-
mulated as:

Ga(z) =2 +my(z) © gp(z™") + (1 —my(z)) ©6 (5)

where © denotes element-wise multiplication, Q = {0, ¢, v}
denotes the hybrid trigger parameters, and z?9" represents
the context-aware input (defined in Eq. 9). Regions where
M = 0 are allocated for the static trigger, preserving robust-
ness, while regions where M ~ 1 are reserved for the sample-
specific trigger to enhance stealthiness. This spatial alloca-
tion reduces interference and guides the dynamic branch with
anchor-occupied regions.

For the sample-agnostic trigger §, we define J as a globally
shared, learnable parameter with the same dimensions as the
input. It provides a stable anchor feature that facilitates the
victim model’s memorization of the backdoor pattern.

For the sample-specific trigger generator g4(-), instead of
generating the perturbation in isolation, we employ a context-
aware strategy. First, we construct a sample-agnostic trig-
gered input 2%9™ by applying the static trigger to the benign
image via the complementary mask:

2 =2+ (1-M)O§ (6)
Then, the specific generator g, takes this context as input:

éspec = g¢(xagn) @)

By conditioning on x%9", the generator considers the re-
gions already occupied by the static trigger. This enables it
to synthesize perturbations that smoothly transition from the
static patterns and fill the masked regions in a manner that is
semantically consistent with both the original image content
and the static anchor.

Generator Optimization

We jointly optimize the trigger parameters Q@ = {4, ¢, ¥} of
the hybrid trigger generator Gq(x). This end-to-end opti-
mization paradigm facilitates better synergy between the two
trigger types.

Formally, given an input sample x; and a learnable sample-
agnostic trigger, the generation of the final poisoned sample
x} proceeds in four sequential steps. We define the interme-
diate variables and the final output as follows:

M; = my(z;), (8)
299" = 2+ (1 — M) ® 0, 9)
6;7 = gg(277"), (10)

rp=x +M; @67+ (1-M;)®6.  (11)

where M; denotes the adaptive mask, z79" represents the
anchor-embedded intermediate state used to condition the
generator, 0;7““ is the generated sample-specific perturbation,
and 2} is the final hybrid trigger sample.

Since the victim’s specific training details are unknown
during the dataset poisoning phase, we introduce a surrogate
model s¢ to approximate the victim’s behavior. The attack
objective is defined as minimizing the classification loss of
the generated poisoned samples towards the target label y;:

> Llselah),m) (12)
(z4,y:)€ED

To enforce complementarity, we require the hybrid sam-
ple x} to induce a lower target-class loss than two single-
component counterparts: the static-anchor-only sample z9"
and the sample-specific-only sample ;"

Latk =

. We utilize the
pre-defined 29" (Eq. 9) and construct z;7°“ = z; + M; ©
8;P°°. The synergy loss is formulated as:

Csyn = Z

(zi,y:) €D
where (&) = ReLU(L(s¢(2}),ye) — L(s¢(2), yt) + toyn)

Specifically, ftyy is a pre-defined margin, and ReLU func-
tion [Agarap, 2018] prevents optimization instability by ze-
roing the loss once the synergy constraint is satisfied.

To ensure perceptual similarity, we constrain the distortion
using a set of Image Quality Assessment metrics with distinct
thresholds i1, pa, p13:

(0(9™) + 0(x7°9)) (13)

Liny = ReLU(LPIPS(z, ;) — 1)
+ ReLU(GMSD(z, %) — pa) (14)
+ ReLU(us — PSNR(z, 7))

Beyond perceptual constraints, we further constrain the
perturbation magnitude. For the sample-agnostic trigger, we



CIFAR-10 (%)

ImageNet-10 (%) CelebA (%)

Type Method
BA ASR BA ASR BA ASR
) LC 95.19 98.77 91.20 82.44 76.17 100.00
Sample-Agnostic Sleeper Agent 90.96 94.63 91.60 11.11 72.62 12.58
Narcissus 94.57 92.12 90.80 38.22 73.04 100.00
DABA 93.58 98.29 91.59 52.22 76.12 99.01
Sample-Specific COMBAT 93.26 99.08 88.80 82.22 72.46 88.50
BAAT 88.22 97.16 86.00 98.89 72.42 72.53
) Affine 93.07 85.73 88.80 69.78 71.01 98.51
Hybrid Mask-Guided 93.29 99.69 91.00 87.78 72.64 99.97
Gains +0.24% +16.28% +2.48% +25.80% +2.30% +1.48%

Table 1: Comparison of Attack Success Rate (ASR) and Benign Accuracy (BA) across different trigger types. The row “Gains” indicates the
relative performance improvement of our Mask-Guided approach compared to the naive Affine baseline.

Source Model Target Model (BA / ASR, %)

ResNet34 MobileNetV2 VGG13 ViT
ResNet18 93.26/98.82 93.27/99.33 92.49/99.37  82.50/98.03
MobileNetV2 93.60/99.41 93.40/99.77 92.64/99.51 82.01/99.86
VGG13 93.37/98.01 93.18/97.51 92.44/98.13  83.79/92.99

Table 2: Black-box results on CIFAR-10. Results are reported as
BA / ASR (%).

project § onto the L -ball of radius e. For the sample-specific
trigger, we apply a scaling operation to the output of g4 (-) to
ensure the specific perturbations remain within [—e, €]. Addi-
tionally, we introduce an Lo regularization term to bound the
energy of the dynamic trigger:

Li,= Y 8573 (15)

(zi,9:)ED

Following [Huynh er al., 20241, we incorporate a clean
consistency loss using a frozen clean model sgle‘”‘ pre-trained
on benign data. This term encourages triggered samples to
preserve their original predictions under the clean model, pre-
venting the generated trigger from degenerating into ordinary

adversarial perturbations:

D L (@) vi) (16)

(zi,y:)€ED

‘Cclean =

The training of the hybrid trigger is formulated as a bilevel
optimization problem. We aim to find the optimal trigger
parameters ) that minimize the total attack objective L0141,
while the surrogate model s¢ is trained to minimize the clas-
sification loss L5 on the poisoned dataset:

mS‘iLn Loty + )‘synﬁsyn + Lino + AeLctean + >\l2 ‘Clg 17

s.t. £(Q) € argmﬁin( Z Les(se(7), ye)

;€D

Y Lassele)y) (8)

(z;,y;)€Dr

where \syn, Ac, Aj, are weighting hyper-parameters.
To solve Eq. (17), we adopt an alternated training strat-
egy [Huynh et al., 2024] as an approximation. First, we pre-

train the clean surrogate model sgle‘m on the benign dataset

Dataset PSNR{ LPIPS|, GMSDJ) SSIM{
CIFAR-10 30.3331 0.0141 0.0472  0.9293
ImageNet-10  30.7470 0.0700 0.0753  0.8901
CelebA 30.0968 0.0297 0.0219  0.8695

Table 3: Quantitative evaluation of visual quality (PSNR, LPIPS,
GMSD, SSIM) on different datasets.

D. Then, in each iteration, we alternately fix €2 to update &,
and fix £ to update €.

4 Experiments

4.1 Experiment Setup

Datasets and Models We evaluate our method on three
image classification datasets: CIFAR-10 [Krizhevsky er al.,
2009], ImageNet-10, and CelebA [Liu et al., 2015]. For
ImageNet-10, we use a fixed subset consisting of 10 ran-
domly selected classes from ImageNet-1K? [Deng et al.,
2009]. For CelebA, following the setting in [Salem et al.,
2022], we consider three attributes (Heavy Makeup, Mouth
Slightly Open, and Smiling) to construct an 8-class classifi-
cation task. We utilize ResNet18 as the surrogate model for
generating the MGHT by default. Both the mask generator
and the sample-specific trigger generator in our framework
employ a U-Net [Ronneberger et al., 2015] backbone.

Victim Model Training Victim models are trained for 200
epochs via SGD with momentum 0.9, weight decay 5 x 10~%.
The dataset-wide poisoning rates are set to 4% for CIFAR-
10 and ImageNet-10, and 1.25% for CelebA (approx. 40%
and 10% of target-class samples, respectively). The target
classes are defined as Class 2 for CIFAR-10 and Class 1 for
ImageNet-10 and CelebA.

MGHT Optimization We employ alternating training for
150 epochs using the Adam optimizer for generators and the
SGD optimizer for the surrogate model. The learning rates
for the generators match those of the victim models on their
respective datasets. The learning rate for the sample-agnostic
trigger is set to 0.025 for CIFAR-10 and CelebA, 0.005 for
ImageNet-10. Key hyperparameters are sy, = 0.5,A; =

ZWordNet IDs: n01440764, n02107312, n02346627, n02979186, n03394916,
n03417042, n03425413, n03445777, n03888257, n07753592.
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Figure 2: GradCAM visualization of clean and triggered images
generated by the MGHT generator.

0.8, A, = 0.02, with margins fisy, = 0.5,y = 0.05, up =
0.03, 3 = 30.0, and a perturbation budget of € = 16/255.

Evaluation Metrics We employ two standard metrics: Be-
nign Accuracy (BA) and Attack Success Rate (ASR). BA
measures the classification accuracy of the backdoored model
on the clean test set. ASR evaluates attack effectiveness by
calculating the proportion of samples in the triggered test set,
excluding those originally belonging to the target class, that
are successfully misclassified as the target label y;. For con-
sistency, we apply this definition to all compared methods.

4.2 Effectiveness Analysis

White-box settings

We first evaluate the attack performance under a standard
backdoor attack scenario where the attacker possesses suf-
ficient prior knowledge to align the surrogate model’s archi-
tecture with the victim model. In this setting, we compare
our method with two categories of clean-label attacks: (1)
Sample-agnostic methods, including LC [Turner ez al., 2019],
Sleeper Agent [Souri er al,, 2022], and Narcissus [Zeng
et al., 2023]; and (2) Sample-specific methods, including
DABA [Xu et al., 2023], COMBAT [Huynh et al., 2024],
and BAAT [Zhu er al., 2025]. We also include a naive hy-
brid baseline, Affine, which independently trains a sample-
agnostic trigger and a sample-specific generator and com-
bines them using Eq. (4) with @ = 0.5. This baseline helps
verify whether the performance gain of MGHT comes from
the proposed mask-guided hybrid design rather than merely
from using two trigger sources. For a fair comparison, we
standardize the settings for certain baselines: for BAAT, we
consistently utilize the style-transfer trigger mode across all
datasets; for Narcissus, we remove the trigger amplification
during the validation phase.

As shown in Table 1, MGHT demonstrates competitive
performance across all benchmarks. It obtains the best ASR
on CIFAR-10 (99.69%) and near-saturated ASR on CelebA
(99.97%), while maintaining benign accuracy comparable to
the clean models. On ImageNet-10, although BAAT achieves
the highest ASR, MGHT preserves a higher BA. Compared
with the naive Affine baseline, MGHT consistently improves
ASR across all datasets, including a 25.80% relative gain on
ImageNet-10, showing that the improvement mainly comes
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from mask-guided allocation rather than simply combining
two trigger sources.

Black-box settings

While the preceding analysis confirms the effectiveness of
MGHT under the assumption of architectural alignment, we
further evaluate MGHT’s robustness in a black-box setting
where the victim architecture is unknown. We evaluate the
black-box robustness of MGHT on the CIFAR-10 dataset.
Specifically, we generate poisoned datasets using three source
models (ResNet18, MobileNetV2 [Sandler et al., 2018], and
VGG13 [Simonyan and Zisserman, 2014]) and four distinct
target models, including ViT [Dosovitskiy, 2020].

As summarized in Table 2, MGHT demonstrates remark-
able transferability across all source-target pairs. ASRs con-
sistently exceed 97% across CNN architectures, and notably
reach up to 99.86% on ViT. This indicates that MGHT creates
semantically strong patterns rather than overfitting to local
convolutional artifacts. This superior transferability mainly
results from our synergy-driven hybrid trigger design. Un-
like pure sample-specific attacks that may overfit the source
model’s feature space, the sample-agnostic anchor within our
hybrid trigger provides a stable, architecture-invariant fea-
ture. This ensures that the backdoor is reliably learned even
in black-box settings.

4.3 Stealthiness Analysis

We employ four standard metrics to measure the visual qual-
ity of the poisoned samples: Peak Signal-to-Noise Ratio
(PSNR), Structural Similarity Index (SSIM), Learned Percep-
tual Image Patch Similarity (LPIPS), and Gradient Magnitude
Similarity Deviation (GMSD).

As reported in Table 3, MGHT achieves excellent visual
quality across all three datasets. The PSNR values on CIFAR-
10, ImageNet-10, and CelebA are 30.33 dB, 30.75 dB, and
30.10 dB, respectively. All exceed 30 dB, a commonly used
threshold for high visual fidelity, indicating that the intro-
duced perturbations remain small. Furthermore, the SSIM
scores are consistently high, and the LPIPS scores are ex-
tremely low. Since LPIPS aligns closely with human percep-
tion, these results quantitatively demonstrate that our hybrid
triggers are highly imperceptible. This superior performance



Setting CIFAR-10 ImageNet-10 CelebA Dataset CIFAR-10  ImageNet-10  CelebA | Threshold
Data-free 0.611170.4296 0.2850/0.0071  0.7437/0.2445 Anomaly Index 1.0147 05162  1.5332 | 2.00
Data-limited  0.6111/0.5480 0.2850/0.0071  0.7437/0.5156

Table 4: Detection performance of SCALE-UP on different datasets.
The results are reported as AUROC / F1-score.

Dataset Weight () Margin (1)

0.5 0.7
CIEAR-10 {3 33279918 9328/9924
meNa0 87 BRIGR BB
CelebA 03 725110000 755479993

Table 5: Impact of synergy loss hyperparameters (weight A and mar-
gin 1) on BA and ASR. Results are reported as BA / ASR.

is attributed to our optimization strategy, which incorporates
strict perceptual constraints (£;y,,) and bounds the perturba-
tion magnitude within an L..-norm budget of ¢ = 16/255.

4.4 Robustness to Backdoor Defenses

Robustness against STRIP STRIP [Gao et al., 2019] de-
tects triggers by superimposing patterns on inputs and moni-
toring prediction entropy. Figure 3 shows that the entropy dis-
tribution of MGHT-poisoned images substantially overlaps
with that of clean images. Due to the sample-specific nature
of the hybrid trigger, superimposing other image patterns dis-
rupts its features and causes the prediction confidence to drop,
allowing MGHT to bypass this defense.

Robustness against SCALE-UP SCALE-UP [Guo et al.,
2023] identifies poisoned samples by assuming that sample-
specific triggers behave differently when images are scaled.
Table 4 reveals that MGHT is difficult to detect under this
defense. On ImageNet-10, SCALE-UP performs worse than
random guessing with 0.2850 AUROC. On CIFAR-10 and
CelebA, the low F1-scores indicate unreliable detection per-
formance which would make the defense difficult to apply
without impairing model utility. These results suggest that
MGHT does not exhibit a distinctive scaling-consistency pat-
tern, making it difficult for SCALE-UP to distinguish trig-
gered samples from clean ones.

Robustness against GradCAM GradCAM [Selvaraju et
al., 2017] visualizes critical regions for model decisions. Fig-
ure 2 shows that GradCAM heatmaps for MGHT-poisoned
images remain aligned with the main objects rather than shift-
ing to the trigger. This defies the assumption of defenses
like SentiNet [Chou er al., 2020] that triggers are localized
patches. By embedding dispersed features into natural object
patterns, MGHT evades saliency-based inspection.

Robustness against Neural Cleanse Neural Cleanse
(NC) [Wang et al., 2019] attempts to reverse-engineer poten-
tial triggers to calculate an anomaly index. Table 6 shows that
MGHT consistently achieves anomaly indices below the de-
tection threshold (2.0) of NC. Since NC assumes static trig-

Table 6: The Anomaly Index of our method on different datasets
against Neural Cleanse defense.

C . CIFAR-10 ImageNet-10 CelebA
onfiguration

BA ASR BA ASR BA ASR
w/o Synergy 9372 9826 93.00 76.89 72.68 99.97
w/ Synergy 9329 99.69 91.00 87.78 72.64 99.97

Table 7: Impact of the Synergy Loss on BA and ASR.

gers, our adaptive mask design generates spatially variable
patterns that prevent the algorithm from successfully reverse-
engineering a consistent trigger.

Robustness against Fine-Pruning Fine-Pruning removes
backdoors by pruning neurons inactive on benign data. Fig-
ure 4 illustrates that the ASR and BA decline simultaneously
on all datasets, indicating the absence of an optimal pruning
threshold. This suggests that neurons activated by MGHT
are coupled with those for normal classification, preventing
backdoor removal without compromising model utility.

5 Ablation Study

Impact of Synergy Loss We further investigate the impact
of the proposed Synergy Loss (Lsyr). As shown in Table 7,
removing this term leads to a notable ASR degradation, par-
ticularly on ImageNet-10 (dropping from 87.78% to 76.89%).
This indicates that without explicit regularization, the opti-
mization process tends to collapse onto a single component.
The Synergy Loss mitigates this issue by enforcing comple-
mentary interaction between the two trigger components.

Impact of Synergy Loss Weight and Margin Table 5
presents the sensitivity analysis of synergy hyperparameters.
On CIFAR-10 and CelebA, MGHT remains stable across
different settings. On the more challenging ImageNet-10
dataset, the hyperparameters have a moderate influence on
ASR, but the performance remains robust across all tested
configurations. This suggests that MGHT is not overly sen-
sitive to the tested synergy-loss settings, while proper tuning
can further improve attack effectiveness on complex datasets.

6 Conclusion

In this paper, we propose Mask-Guided Hybrid Trigger, a
novel framework that integrates static anchors and dynamic
camouflage via an adaptive semantic mask. Furthermore, we
introduce a Synergy-driven Co-optimization Strategy to pre-
vent optimization collapse and enforce complementary learn-
ing between the two trigger components. Experiments across
three benchmark datasets demonstrate that MGHT achieves
competitive attack success rates and exhibits significant ro-
bustness against various defenses. These findings high-
light the limitations of existing defenses that rely on single-
mode trigger assumptions and motivate the development of
dynamic-aware inspection mechanisms.



Ethical Statement

This work studies clean-label backdoor attacks to expose po-
tential risks in third-party training data and to support the de-
velopment of more reliable defenses. We do not advocate
malicious use of the proposed method. Any released code
or poisoned-data generation scripts will be intended for con-
trolled research evaluation, and we encourage using the re-
sults to improve dataset inspection, backdoor detection, and
model robustness.
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