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Networks (GANs) [2], and Variational Autoencoders 
(VAEs) [3], blending them to create intricate content with 
rich detail. The advent of ChatGPT in 2022 stands out as 
a significant milestone in AIGC's evolution, showcasing 
its strength in enabling human-computer interaction and 
improving text generation quality [4]. This progress not 
only demonstrates AIGC's effectiveness but also indi-
cates a transformative shift in digital content creation 
driven by AI advancements.

The success of machine learning tasks largely depends 
on combining data from various sources [5]. However, 
acquiring high-quality datasets poses significant chal-
lenges due to fragmented data ownership and widespread 
privacy concerns. Federated Learning (FL) emerges as a 
key solution in this scenario. Unlike traditional central-
ized training models, FL relies on the iterative processing 

Introduction
ChatGPT’s surge in popularity has thrust Large Language 
Models (LLMs) into the limelight as the powerhouse 
behind generative AI, which produces a variety of AI-
generated content (AIGC), including images, text, and 
audio [1]. This method harnesses cutting-edge AI tech-
nologies such as deep learning, Generative Adversarial 

Journal of Cloud Computing

*Correspondence:
Xinkui Zhao
zhaoxinkui@zju.edu.cn
Shengye Pang
pangsy@shu.edu.cn
1College of Computer Science and Technology, Zhejiang University, 
Hangzhou, China
2School of Software Technology, Zhejiang University, Hangzhou, China
3School of Computer Engineering and Science, Shanghai University, 
Shanghai, China

Abstract
ChatGPT’s growth highlights the importance of Large Language Models (LLMs) in AI innovation, driving a surge 
in AI-generated content (AIGC). Federated Learning (FL), valued for privacy and cooperation, is drawing interest 
for using distributed data while ensuring privacy, critical for AI scalability. Yet, incorporating FL into AIGC is 
challenging, particularly in building trust across LLM training. This paper introduces GuardChain, a novel framework 
to fortify trustworthiness in every segment of FL-empowered AIGC training processes. We focus on three key 
designs: (1) Integrating the Nostr protocol into the FL paradigm to facilitate trustworthy cross-data validation. (2) 
The deployment of a dual-layered (on-chain and off-chain) mechanism for rigorous consistency checks and the 
identification of adversarial adapters. (3) The enhancement of model aggregation trustworthiness via a dynamic 
rotating election protocol for the selection of credible aggregators, augmented by a ‘Sandwich’ smart contract 
verification methodology. Our empirical studies reveal that GuardChain markedly surpasses existing baseline 
methods in mitigating diverse adversarial attacks and expediting trust verification processes. Comparative 
performance experiments reveal that GuardChain efficiently manages various workloads and hostile threats, with 
blockchain-based verification completed within 1–10 seconds, concurrently improving BLEU and ROUGE scores by 
0.14 to 0.17 on the standard public dataset, thereby maintaining its reliability.

Keywords  GuardChain, Federated learning, AI-Generated content, Nostr protocol, Dual-layer blockchain

GuardChain: multi-stage trust framework 
for FL-empowered AIGC
Yike Yuan1, Xinkui Zhao2*, Shuyi Yu2, Shengye Pang3* and Guobing Zou3

http://creativecommons.org/licenses/by-nc-nd/4.0/
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://doi.org/10.1186/s13677-026-00840-6
http://crossmark.crossref.org/dialog/?doi=10.1186/s13677-026-00840-6&domain=pdf&date_stamp=2026-1-27


Page 2 of 15Yuan et al. Journal of Cloud Computing           (2026) 15:23 

of decentralized data, fostering a cooperative learning 
environment that tackles the complexities of data privacy 
and ownership in machine learning [6]. This technique 
not only maintains data confidentiality but also enhances 
model generalization and robustness, exemplified by 
FedLLM [7–11]. Yet, incorporating Federated Learning 
into Artificial Intelligence Generated Content (AIGC) 
models—resulting in FL-powered AIGC—presents an 
array of intricate trust issues.

Challenge 1: Within the framework of FL-empowered 
AIGC, nodes collaborate in a joint training process 
that begins with each node holding data and continues 
through ongoing updates and iterations during training, 
culminating in the aggregation of the final model [12]. At 
any stage, untrustworthy behavior can affect the model’s 
outcome to different extents. Thus, maintaining trust-
worthiness throughout the entire FL-empowered AIGC 
process is a considerable challenge.

Challenge 2: The process of FL-powered AIGC model 
training involves extensive learning and fine-tuning using 
vast datasets and parameters. Meanwhile, blockchain 
technology—known for its trustworthiness—demands 
significant storage and computational power to manage 
transaction records and verification on the blockchain. 
This intense resource usage and potential performance 
constraints could pose a major obstacle in executing this 
technological merger [1]. Therefore, finding an effective 
way to balance performance with trust while maintain-
ing robust security is another crucial issue that needs 
resolution.

This paper presents GuardChain, a trust assurance 
framework tailored for Federated Learning (FL) in the 
creation of an Artificial Intelligence Generated Content 
(AIGC) model. The primary objective is to ensure the 
trustworthiness of three critical phases in FL-powered 
AIGC model training while optimizing time efficiency. 
To tackle the first challenge during data preparation, 
we employ multi-party data validators for trust cross-
data validation, ensuring data reliability and uniformity. 
In the adapter update stage, we utilize adapter testers 
with diverse verification techniques to maintain adapter 
consistency and integrity, thwarting any malevolent 
alterations. For the aggregation stage, our novel strategy 
decentralizes control from a single central node to mul-
tiple trusted nodes, greatly reducing potential damage 
from harmful nodes or activities on training outcomes. 
Addressing the second challenge involves eschewing 
traditional on-chain storage methods for gradients and 
data in favor of storing only adapter hashes along with 
data and adapter reports. We also introduce a “Sand-
wich” approach that offloads computation-heavy tasks 
off-chain while retaining lightweight node elections and 
result validations on-chain. This method strikes an effec-
tive balance between efficiency and trustworthiness.

The primary contributions of this paper are as follows: 

 	• We have created a multi-party cross-data validation 
mechanism that secures the data foundation’s 
integrity. GuardChain successfully filters out 
untrustworthy data during data poisoning attack 
scenarios.

 	• Our approach includes an adapter verification 
strategy that integrates both on-chain and off-chain 
mechanisms, along with a proactive malicious 
adapter detection method to ensure reliable adapter 
updates. In simulations of attacks by malicious 
nodes, GuardChain effectively eliminates harmful 
adapter updates.

 	• We employ a “Sandwich” strategy that balances 
computational efficiency and storage demands while 
decentralizing control over parameter aggregation 
to maintain trustworthiness. GuardChain 
reliably thwarts bad actors attempting to merge 
compromised models in every epoch of our 
simulations.

 	• The security analysis has shown that GuardChain 
effectively mitigates trust-related attacks at three 
different stages. We have implemented GuardChain 
and conducted training on the FL-based AIGC 
model. Comparative performance experiments 
reveal that GuardChain efficiently manages various 
workloads and hostile threats, with blockchain-
based verification completed within 1–10 seconds. 
Additionally, it enhances BLEU and ROUGE scores 
by 0.14 to 0.17 on a standard public dataset.

The rest of this paper is structured as follows: Section 2 
provides a detailed review of the relevant literature. In 
Sect. 3, we present an illustrative example and outline 
our trust objectives. Section 4 then describes the Guard-
Chain architecture, explaining each component of the 
framework. Section 5 reports on experiments conducted 
to test the effectiveness of our approach. The paper con-
cludes with Sect. 6, which summarizes key results and 
proposes directions for further research in this area.

Related work
We summarize previous research from three aspects: 
blockchain-based small model FL, FL-empowered AIGC, 
and trustworthiness in FL-empowered AIGC.

In the domain of deep learning, small machine learn-
ing models possess fewer parameters compared to large-
scale models. Before the rise of large language models 
and AIGC large models, numerous studies had already 
focused on the trustworthiness issues in small model 
FL [13–21]. For instance, Biscotti, proposed by Muham-
mad Shayan et al., aimed to counter harmful attacks and 
was the first to secure privacy through a safe distributed 
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blockchain ledger [22]. Flock leveraged smart contract 
technology to build a decentralized FL system, using 
peer-to-peer review and reward mechanisms to prevent 
malicious clients [23]. Y Li and others designed a com-
mittee mechanism, selecting well-performing nodes as 
overseers to detect malevolent models [24]. DeepChain 
[25], using the Corda blockchain smart contracts, incen-
tivized model sharing, ensuring the security and privacy 
of model updates, demonstrated by its effectiveness with 
the MNIST dataset in training accuracy and encryption 
strength of updates. These studies address specific issues 
in blockchain-powered small model training but have 
yet to comprehensively consider trustworthiness dur-
ing the model training process or propose a universal 
framework.

Recently, the rapid advancement of transformer tech-
nologies and their diverse iterations [26–28] has ush-
ered Large Language Models (LLMs) into significant 
achievements across diverse domains, spanning Com-
puter Vision (CV) to Natural Language Processing (NLP) 
[29]. The triumph of LLMs is primarily attributed to their 
pre-training paradigm. However, concurrently, there has 
been a burgeoning emphasis on addressing security and 
reliability issues within this domain. For instance, the 
emergent research avenue of FedLLM [7, 10, 30–34] illu-
minates potential strategies to alleviate privacy concerns 
inherent to LLMs. Nevertheless, implementing trust-
worthiness measures within federated learning settings 
tailored for AIGC models, which often boast billions of 
parameters, poses a formidable challenge.

In the field of trustworthiness research for FL-empow-
ered AIGC, Chen and others delved into the security 
challenges faced by AIGC, forecasting future trustworthi-
ness issues and exploring the potential of combining pri-
vacy computing, blockchain, and AIGC [12]. Meanwhile, 
Li et al. focused on analyzing the opportunities and chal-
lenges of integrating blockchain and Web 3.0 with AIGC 
[35]. Large Language Models (LLMs), representative of 
AIGC models, currently need help in effectively integrat-
ing with blockchain or other Web 3.0 technologies due to 
their high-performance consumption, resource demands, 
and storage challenges. Existing research, primarily con-
ducted from a review or survey perspective, highlights 
these challenges and suggests future directions, yet it 
needs more specific design and implementation.

Background and motivation
In this section, we present a motivating example to illus-
trate a specific instance of FL-empowered AIGC. From 
this example, we will subsequently articulate the trust 
objectives and the principles of performance balance that 
our trust framework aims to address.

Motivational example
The increased focus on privacy protection has height-
ened public interest in privacy-friendly Federated 
Learning (FL) and fine-tuning of large language models 
(LLMs), such as FedLLM [7, 10, 36–40]. Figure 1 depicts 
the framework of the FedLLM ecosystem. In the core 
process of FedLLM, various edge nodes utilize local data 

Fig. 1  Trust problems in traditional FL
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to train a unified model locally, generating forward gradi-
ents or parameter updates. These updates are then trans-
mitted to a central node, where the model aggregation 
task is performed. Finally, the central node distributes 
the updated model back to the edge nodes for subsequent 
training epochs, continuing until the model converges. 

As discussed in Sect. 1, FedLLM faces two primary 
challenges. Firstly, several phases, including data training, 
edge node updates, and model merging, require trust-
worthy assurance to ensure the accuracy and reliability of 
the model training outcomes. Secondly, in AIGC models 
represented by LLMs, which possess a vast number of 
parameters and data, determining how to achieve trust-
worthy assurance in an FL-empowered AIGC scenario 
with minimal performance and time expenditure is a sig-
nificant challenge.

Trust goals
Trusted Data Preparation: This phrase prioritizes the 
reliability of data within an FL context, ensuring it is 
unbiased and representative. It focuses on sourcing cred-
ible data from trustworthy edge nodes, preventing mali-
cious actors’ potential exploitation of AIGC models.

Trusted Adapter Update: This phase ensures that 
adapter updates are non-malicious and come from cred-
ible edge nodes. They do not have malicious influences 
on the final parameter results. The storage of the adapter 
update files involves ensuring traceability, immutabil-
ity, and transparency, allowing all participants to verify 
updates, thus maintaining the integrity and fairness of 
the model update process.

Trusted Parameter Aggregation: The final phase 
involves crucial credibility processes in aggregating 
parameters. In this phase, it is imperative to ensure that 
the task of parameter aggregation is entrusted to one 
or more trustworthy nodes, thereby mitigating the risk 
of malicious activities during the merging process right 
from the outset. Subsequently, the aggregated results 
should be verified to guarantee the aggregation outcome. 
Concurrently, secure storage for each model update 
cycle is also crucial in maintaining the traceability of FL-
empowered AIGC.

Balance among trust guarantee, and performance
One of the AIGC model’s most prominent character-
istics is its billions of parameters [1]. In the context of 
FL, when considering integrating trusted technologies 
such as blockchain to enhance the trustworthiness of 
the AIGC model, we must take storage and performance 
into consideration [41]. As a distributed data storage 
system, blockchain may entail higher costs and slower 
data retrieval than traditional centralized storage meth-
ods [42]. In the realm of FL-empowered AIGC, this can 

potentially give rise to performance issues, particularly 
concerning AIGC models.

When applying trusted technologies, a delicate balance 
must be struck among performance, time efficiency, and 
trustworthiness. We need to explore novel approaches 
that can provide a certain level of trust assurance for the 
AIGC model FL while minimizing the expenditure of 
time and computational resources. This becomes impera-
tive to effectively address the trusty challenges posed by 
the scale and complexity inherent in AIGC models.

GuardChain: multi-stage trust framework for 
FL-empowered AIGC
The FL-empowered AIGC model training framework 
established based on GuardChain is divided into three 
trusted stages (trusted data preparation, trusted adapter 
update, and trusted parameter aggregation) and six lay-
ers as shown in Fig. 2. The trusted data preparation stage 
is primarily concerned with ensuring the reliability and 
benign nature of the data provided by edge nodes. The 
“Trusted Adapter Update” focuses on guaranteeing that 
updates originate from trustworthy nodes and do not 
maliciously impact the results. Additionally, the trace-
ability of adapter updates is a critical aspect. The trusted 
parameter aggregation stage ensures that, through com-
petitive processes, the responsibility for the aggrega-
tion task is distributed among multiple credible nodes, 
thereby assuring the trustworthiness of the aggregated 
outcomes. 

There are 6 important roles in GuardChain. When 
edge nodes play different roles, they will receive different 
rewards after accurately performing tasks: 

 	• Data Validator: Responsible for verification of local 
edge node data, maintaining data source integrity, 
and detecting anomalies.

 	• Adapter Tester: Evaluates edge server adapter 
updates on model replicas, testing performance, and 
flagging malicious adapters.

 	• Adapter Calculator: Nodes involved in model 
training, using local data to compute adapters.

 	• Aggregate Candidate: Nodes expressing interest in 
aggregation tasks after a training epoch.

 	• Parameter Aggregator: Chosen from candidates 
based on contribution, tasked with model merging 
and parameter updates. The computation result is 
validated through smart contracts.

 	• Adapter Recorder: Packages adapter hash 
transactions for blockchain storage, selected based 
on computational capacity.

In this section, we adopt the stage-analysis method to 
solve the trust challenges at each stage in detail.
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Data preparation trust
The data preparation trust stage aims to ensure that the 
training datasets provided by all nodes are trustworthy, 
preventing malicious data from participating in the train-
ing and influencing the outcomes. The data verification 
phase is fundamental to ensuring the trustworthiness 
of large-model training. The trusted data preparation is 
mainly composed of the data collection and processing 
layer and the data validation layer: 

 	• Data Acquisition and Processing Layer: Sensors 
and Internet of Things (IoT) devices collect various 
data types, such as images, sounds, and temperature. 
These devices transmit raw data to edge servers, 
where preliminary processing, such as formatting 
and noise filtering, is performed.

 	• Data Validation Layer: The data validation layer 
relies on the Nostr protocol, with the database 
serving as relay nodes and data validators acting 
as client nodes. Authorized client nodes perform 
cross-validation and generate multiple data quality 
certificates stored on the blockchain. Only nodes 
with sufficient certificate endorsements can upload 
adapter updates.

Figure 3 shows the cross-validation data mechanism and 
data validator set configuration. Detailed description is as 
follows: 

To ensure data verification while maintaining data 
privacy, we propose a multi-party cross-validation data 
mechanism based on the Nostr protocol access con-
trol. Using the Nostr protocol, edge nodes can function 
as relay and client nodes. As relay nodes, they primarily 

Fig. 3  Cross-validation data mechanism and data validator set configuration in stage 1

 

Fig. 2  System overview of GuardChain
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store datasets trained locally at edge nodes. As cli-
ent nodes, they can either be the subject of verification, 
authorizing other edge nodes to verify their data, or act 
as data validators authorized by other nodes. The data 
quality report(DQR) generated by the data validator will 
undergo Ring Signature verification prior to the adapter 
being uploaded to the blockchain [43] to ensure that a 
node has sufficient endorsements to be eligible for on-
chain submission.

Data validators verify the trustworthiness of data, 
including the data itself, source inspection to confirm if it 
originates from a trusted node, and checking for anoma-
lies. After inspection, validators generate a correspond-
ing Data Quality Report, DataRpt = DataID, SignNodeID, 
SourceNodeID, DataHash, Sign, isValidData, DQC, 
where DataID, SignNodeID, SourceNodeID represent the 
Data ID, Data Validator Node ID, and Data Source ID, 
respectively. DataHash is for verifying data integrity, Sign 
is the validator’s signature on the hash, and isValidData 
indicates whether the data is verified as valid or non-
malicious. DQC represents the data volume coefficient 
and serves as one of the criteria for subsequent node 
evaluation.

A particular node must obtain data certificates from at 
least 1/2 of the nodes to participate in model training, as 
shown in 3. The rationale for choosing 1/2 of the nodes is 
based on the following considerations:

Paxos Algorithm: Referencing the Paxos algorithm [44], 
where a proposal is accepted by the system only if agreed 
upon by a majority (more than half ) of the nodes. For 
instance, in GuardChain, if there are 10 edge nodes par-
ticipating in training, each node possesses this character-
istic, ensuring that the system can reach consensus even 
if some nodes fail.

Balancing Performance and Security: Choosing a con-
sensus mechanism involving more than half the nodes 
balances system performance and security. While a 
higher consensus threshold could offer stronger secu-
rity assurances (as in Byzantine fault-tolerant systems, 
where usually more than 2/3 of the nodes are needed) 
[45], this could potentially lower system performance and 
responsiveness.

Preventing Malicious Behavior: In systems containing 
Byzantine nodes (capable of malicious or unpredictable 
behavior) [45], a consensus mechanism involving more 
than half of the nodes is crucial to prevent a minority of 
malicious nodes from controlling or compromising the 
entire system.

In an FL environment, this partial verification approach 
not only ensures data privacy but also provides validation 
and assurance of data quality.

Adapter update trust
During the adapter update stage, our main objective is to 
ensure that the adapter updates provided by each node 
are reliable, consistent, and intact, and that these updates 
do not maliciously impact the final results of the param-
eters. Ensuring the trustworthiness of adapter updates is 
a fundamental precondition for successful adapter merg-
ing. The adapter update stage includes the adapter com-
putation layer:

 	• Adapter Computation Layer: Edge servers possess 
significant computational capabilities and execute 
tasks such as model fine-tuning and adapter 
calculations. Efficient fine-tuning methods like 
LoRA are used to generate adapter updates, and 
the upload of adapter file hashes only occurs when 
nodes provide sufficient data validation report 
endorsements.

 	• Adapter Testing Layer: Adapter testers lead the 
testing of adapter updates, using test sets to check 
the global model replica for any malicious impacts 
from the adapters. Nodes under testing send adapter 
updates to multiple testers who validate the adapter 
file hash to ensure integrity and detect malicious 
adapters. The testers ultimately produce adapter 
detection reports and upload them to the blockchain.

In terms of adapter updates, once the adapter tester 
obtains the updated adapter file, it is necessary to con-
duct a dual-level trust verification of the adapter, which 
includes both integrity checks. Consistency checks and 
malicious adapter detection, as shown in Fig. 4. Each 
adapter test report will be individually verified before the 
subsequent adapter merging process. An adapter is con-
sidered trustworthy and can participate in the upcoming 
adapter merging process only after receiving sufficient 
adapter test reports from adapter testing nodes. 

To ensure the integrity and consistency of adapter 
updates, we propose a combined on-chain and off-chain 
verification strategy, which aims to confirm whether 
the adapter updates come from trustworthy nodes and 
whether they adhere to the standards of integrity and 
consistency. The primary task in testing a node’s adapter 
involves checking whether the adapter has been tam-
pered with, ensuring its consistency and integrity. Given 
the blockchain’s storage limitations and performance 
bottlenecks, we have abandoned the traditional FLChain 
method of directly storing adapter updates on the block-
chain. Instead, we opt to upload the hash values of the 
adapter files onto the blockchain, a method that better 
meets the performance requirements of the blockchain. 
After retrieving the adapter file for adapter updates, the 
adapter tester performs a local hash computation. It 
compares this hash with the hash of that node’s adapter 
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update for the current epoch on the blockchain. If they 
match, the adapter is deemed to have passed the integrity 
check.

Malicious Adapter Pre-Detection primarily focuses 
on determining whether the adapter updates are mali-
cious, i.e., whether these updates significantly impact 
vital metrics such as the model’s accuracy and recall rate. 
To address this issue, after each round of adapter upload 
to the blockchain, we send testing requests to multiple 
adapter testers to evaluate these adapters. The main tasks 
of an adapter tester include reading the updated adapt-
ers of a node from the blockchain, applying them to a 
replica of the global model, performing model perfor-
mance tests based on a local data test set, and generat-
ing an adapter test report. The structure of the adapter 
test report is defined as AdapterRpt = GRID, AdapterID, 
SourceNodeID, EndorseNodeID, EndorseNodeSign, 
DataID, TrainRound, MCS, where SourceNodeID and 
EndorseNodeID represent the Adapter Source Node ID 
and Adapter Verification Node ID, respectively. The veri-
fication node in the blockchain also acts as the endorser 
of the adapter. EndorseNodeSign is the endorser’s sig-
nature, DataID is the dataset ID, TrainRound indicates 
the current training epoch, and MCS is the contribution 
score of the model.

Parameter aggregation trust
In FL, the parameter aggregation Trust stage serves as 
the final safeguard to ensure the credibility of the entire 
process. It is composed of an adapter merging layer and a 
result validation layer:

 	• Adapter Merging Layer: When the model merging 
threshold is reached, smart contracts issue parameter 

aggregation tasks. Interested edge nodes can respond 
and are marked as aggregation candidate nodes. 
The system comprehensively evaluates parameter 
aggregators based on their composite scores. 
The parameter aggregator reads trusted adapter 
updates and various adapter detection reports, 
aggregating adapters with sufficient detection report 
endorsements.

 	• Result Validation Layer: The adapter file hash of 
the aggregated results and model evaluation scores 
is packaged and uploaded to the blockchain. Smart 
contracts validate the reasonableness of the results to 
confirm the effectiveness of the aggregation.

The parameter aggregation trust stage’s core objective is 
to prevent the model merging process from being con-
trolled by any single malicious entity. To achieve this, the 
power of model merging should be distributed among 
multiple trustworthy nodes, and the merging results 
should be thoroughly verified. In the following, we will 
introduce the strategy for selecting the parameter aggre-
gator and the “Sandwich” task allocation and verification 
strategy.

Strategy for Selecting the Parameter Aggregator: The 
Parameter Aggregator, responsible for merging adapter 
updates from all nodes, plays a pivotal role in the FL pro-
cess. When selecting a Parameter Aggregator, it is crucial 
to avoid repeating the selection of the same Aggregate 
Candidate within a specified number of rounds, as the 
choice of aggregator significantly impacts the outcome. 
This selection should consider all factors that affect the 
results and performance of the model. On the one hand, 
adapter aggregation is a compute-intensive task, and 
servers with high computational capabilities can process 

Fig. 4  Integrity checks, consistency checks and malicious adapter detection in stage 2
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and integrate adapter updates from different nodes more 
quickly and effectively, thus accelerating the overall train-
ing cycle. On the other hand, model contribution, as the 
quantitative measure of a node’s performance in the net-
work, reflects its historical contributions and reputation. 
Selecting nodes with high model contribution scores 
as the adapter aggregator reduces the risk of malicious 
activities from malicious nodes and motivates all par-
ticipants to improve their performance and engagement. 
Furthermore, to prevent any single node from monopo-
lizing the role, it should be stipulated that a parameter 
aggregator cannot repeat its role in the subsequent k 
rounds of computation. This strategy ensures the accu-
racy and reliability of the model while meeting the effi-
ciency requirements of comput-intensive tasks. Table 1 
summarizes the key symbols and notations used in the 
aggregator selection strategy. 

The computational capability score primarily com-
prises a quantitative score for computational ability and a 
quantitative score for contribution, calculated as follows:

Here, λ is a weight coefficient ranging between 0 and 1, 
used to balance the influence of Historical Computation 
Time (HCT) and Current Computation Time (CCT). For 
example, if λ = 0.5, then the influence of both historical 
and current computation times is equal. The formula for 
the Computational Ability Score (CAS) is given by: 

	
CAS = DQC

λ × HCT + (1 − λ) × CCT � (1)

The Activity Coefficient (AC) is calculated as: 

	
AC = parEpo

sumEpo � (2)

The Contribution Score (CS) is then given by: 

	 CS = (DQC × MCS) × AC� (3)

The Parameter Aggregator Advantage Score (AAS) com-
bines the Contribution Score (CS) and the Computa-
tional Power Score (CPS), with a defined weight ratio for 
both. For instance, the weight of the Contribution Score 
is α, and the weight of the Computational Ability Score is 
β, where α + β = 1.

The AAS is calculated as: 

	 AAS = α × CS + β × CAS� (4)

”Sandwich” Task Allocation and Verification Strat-
egy: In the trust verification phase of GuardChain, con-
sidering the performance bottlenecks of blockchain, we 
have adopted a “Sandwich” strategy as shown in Fig. 5. 
This approach entails competitive allocation of compute-
intensive tasks on the blockchain, local execution off-
chain, and final verification of results on the blockchain. 

Table 1  Notation description in parameter aggregator selection 
strategy
Notations Description
i The ID number of a certain node

HCT Historical Average Computation Time

CCT Current Computation Time

CAS Computational Ability Score

DQC Data Quantity Coefficient

MCS Model Contribution Score

AC Activity Coefficient

parEpo The number of epochs participated in

sumEpo The total number of training epochs

CS Contribution Score

AAS Aggregator Advantage Score

Fig. 5  ”Sandwich” task allocation and verification strategy
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Specifically, this strategy allocates roles and tasks based 
on metrics recorded on the blockchain, with edge serv-
ers performing compute-intensive tasks locally and using 
smart contracts on the blockchain to verify the execution 
results. 

After the parameter aggregation is completed, the 
adapter aggregator uploads the updated adapter hash 
and the model score of the current epoch to the block-
chain for storage. The model’s performance may fluctu-
ate in practical applications due to data changes and 
model adjustments. Hence, the score of each epoch in the 
entire training process should ideally exhibit a fluctuat-
ing upward trend. By understanding the extent of these 
fluctuations, we can more reasonably determine whether 
the new aggregation results fall within an acceptable 
range. If the smart contract verification shows that the 
aggregation score in the current epoch does not decrease, 
or even if it decreases, it remains within a reasonable 
threshold range. We can consider the aggregation result 
to be trustworthy. The method for calculating this thresh-
old is described as follows:

In the text, xi represents the model score for the ith 
round, with a total of n training rounds. We first calculate 
the mean of these scores. 

	
x = 1

n

n∑
i=1

xi� (5)

We calculate the standard deviation. 

	
σ =

√√√√ 1
n

n∑
i=1

(xi − x̄)2� (6)

This code snippet will Here, σ represents the standard 
deviation, which measures the degree of deviation of the 
scores from their mean value.

Next, we can utilize this standard deviation to establish 
a threshold. A common practice is to use a multiple of 
the standard deviation. The choice of the multiplier can 
vary depending on the requirements of different mod-
els. For instance, we might select a threshold of twice the 
standard deviation. 

	 T = 2σ� (7)

Assume that the model score obtained after a new round 
of aggregation is xnew. We compare this new score with 
the average score x̄. If the decrease in the new score is 
within the threshold T, we consider the result of this 
aggregation to be within the normal fluctuation range 
and, therefore, acceptable. That is: 

	 |xnew − x̄| ≤ T � (8)

Implementation and experiment
GuardChain, leveraging technologies like blockchain 
and the Nostr protocol, implements a universal trust 
assurance system for FL-empowered AIGC training. To 
thoroughly evaluate the effectiveness of GuardChain in 
accordance with the proposed trust goals and perfor-
mance principles, we address the following two research 
questions (RQs):

RQ1: Can GuardChain maintain the trustworthiness 
of the training results in the face of various malicious 
attacks throughout the FL-empowered AIGC model 
training process?

RQ2: Faced with varying scales of FL and degrees of 
attacks, can GuardChain demonstrate good scalability 
and adaptability, completing trustworthy endorsement 
verification within a shorter time and with reduced per-
formance overhead?

Experimental setting
Prototype and Model We have developed a prototype 
of GuardChain to cater to stakeholders requiring trust-
worthy model training. GuardChain employs a novel 
blockchain architecture, with its state database built 
on ElasticSearch and the ledger database founded on 
MySQL. The development was carried out using Go 
v0.18.4. For model use, we evaluate GuardChain mainly 
on the popular LLMs. The model we use is—LLaMA2-
7B [46]. The LLaMA2-7B model, a variant of the LLaMA 
(Large Language Model from Meta AI) series, is a potent 
language model with approximately 7 billion parameters, 
offering advanced natural language processing capa-
bilities. The model is fine-tuned using LoRA (Low-Rank 
Adaptation)****, an efficient method for adapting large 
pre-trained models with minimal additional parameters. 
We experiment with the NLP datasets—Stanford Alpaca 
dataset [47]. The Stanford Alpaca dataset is a curated set 
of instruction-following prompts designed to train lan-
guage models, particularly the LLaMA model, to better 
understand and execute task-oriented commands.

FL settings and Hardware As noted in previous FL lit-
erature [48–50], our experiments were conducted semi-
simulatively on two servers, each equipped with 8 RTX 
4090 GPUs. To minimize resource wastage, we simulated 
various metrics of GuardChain under different numbers 
of participating edge nodes on each machine. For FL set-
tings, GuardChain and all baselines utilized the same 
hyperparameters before training as outlined in Table 2, 
and the default FL aggregation algorithm employed was 
FedAVG. In the experiment, we chose BLEU and ROUGE 
scores as the model scores to evaluate the model’s accu-
racy and recall. ROUGE (Recall-Oriented Understudy 
for Gisting Evaluation) and BLEU (Bilingual et al.) are 
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two famous metrics for evaluating language models, 
particularly in tasks like text summarization (ROUGE) 
and machine translation (BLEU). Combining these two 
metrics provides a more comprehensive assessment of 
a model’s performance, focusing on different aspects of 
language understanding and generation. 

Baseline and Experiment Set We established a base-
line training framework, configured as a fundamental 
large-model federated learning setup without additional 
trust assurance mechanisms. This baseline operates in 
an environment and utilizes a dataset identical to that 
employed in GuardChain, but is executed under con-
ditions devoid of trust safeguards. Our experimental 
design is bifurcated into two distinct segments. The first 
segment is the security analysis experiment, primarily 
focused on how GuardChain mitigates various attacks to 
ensure model trustworthiness. The second segment is the 
accuracy and verification efficiency analysis experiment, 
concentrating on how GuardChain effectively balances 
performance with model accuracy.

Security analysis (RQ1)
In this experimental section, we simulate various attacks, 
including data poisoning, adapter tampering, and mali-
cious participant attacks. We compare the model scores 
under these attack scenarios between the baseline trainer 
and GuardChain. This analysis is aimed at evaluating the 
effectiveness of the GuardChain trust framework in miti-
gating and defending against these attacks. The experi-
ments are conducted in three modules:

Data Poisoning Attacks: Data poisoning attacks typi-
cally occur during the data collection phase, where 
attackers deliberately manipulate or inject erroneous data 
to deviate the model’s training outcome from its intended 
path. This can be executed by introducing samples with 
incorrect labels or, more subtly, by altering the data dis-
tribution to impact the model’s generalization capability. 
We simulate this malicious influence on the model by 
injecting malevolent data into one of the edge nodes in 
both our baseline trainer and GuardChain.

Malicious Node Attacks: In a distributed or federated 
learning environment, multiple participants collaborate 
to train a model, each computing their adapter on their 
data and sending it to a server for aggregation. Malicious 
node attackers may attempt to compromise the overall 
training of the model by modifying adapters or upload-
ing malicious adapter files to skew the training results 
or degrade model performance. We simulate attacker 
behavior by tampering with the generated adapter files 
on one of the edge nodes.

Model Poisoning Attacks: In a federated learning envi-
ronment, multiple edge servers’ parameters must be 
aggregated. A cloud or central server is traditionally 
chosen to perform this merging task. If an attacker gains 
control over the central server or node responsible for 
parameter aggregation, they could deliberately aggre-
gate these parameters incorrectly, leading to the model’s 
inability to learn correctly or deviating from its intended 
learning path. We simulate a scenario where a node acts 
as a malicious parameter aggregator, deliberately merg-
ing the model maliciously during the parameter merging 
process of a particular epoch.

Figures 6, 7, and 8 distinctly demonstrate the impacts 
of data poisoning attacks, malicious node attacks, and 
model poisoning attacks on performance metrics, includ-
ing BLEU scores, ROUGE-1 F1 scores, ROUGE-2 F1 
scores, and ROUGE-L F1 scores. During the initial train-
ing phase, precisely the first epoch, the baseline trainer 
and the GuardChain model exhibited comparable 

Table 2  Hyperparameter set of model
Parameter Value
learning rate 10−4

LoRA rank 64

LoRA alpha 128

LoRA dropout 0.05

batch size 2

adapter accumulation steps 8

max sequence length 512

Baseline Trainer GuardChain Improvement

Fig. 6  The model performance of the baseline trainer and GuardChain under a data poisoning attack with 10 nodes. The model evaluation metrics for 
a(1), a(2), a(3), and a(4) are BLEU, ROUGE-1, ROUGE-2, and ROUGE-L, respectively
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performances under these three types of attacks, with 
only marginal differences in scores. 

However, as the number of epochs increased, the trend 
graphs distinctly illustrated a divergence in performance 
between the two: the baseline trainer, lacking robust 
security measures, showed a downward trend in overall 
scores. In contrast, benefiting from the trusted protec-
tion mechanisms of GuardChain, there was a noticeable 
upward trend in its scores. Finally, at the 10th epoch, the 
score difference was around 0.14. With the persistence 
of malicious attacks, the performance disparity between 
the two training approaches becomes increasingly pro-
nounced. This result will be more apparent when apply-
ing good model calculations.

Accuracy and verification efficiency analysis (RQ2)
In evaluating blockchain-based trust-enabled federated 
learning frameworks, it is crucial to consider the balance 
between performance and model accuracy. To achieve 
this objective, we devised two pivotal experiments. These 
involve comparing the accuracy of GuardChain with 
that of a baseline trainer with multiple malicious nodes, 
which contributed malicious adapter updates during the 
first epoch, and assessing the time efficiency of complet-
ing adapter trust verification within the GuardChain 
framework. This dual-experimental approach compre-
hensively evaluates the framework’s ability to maintain a 

balance between high model accuracy and efficiency in 
complex real-world data environments, as detailed in the 
accompanying Table 3. 

Experiment 2.1 We maintain the total number of 
nodes with a constant percentage of malicious nodes 
as the independent variable, aiming to observe the effi-
ciency and accuracy of the framework under different 
workload conditions. This design enables us to assess the 
framework’s performance when processing FL-empow-
ered AIGC of varying scales.

As depicted in Fig. 9, a dual-colored bar graph repre-
sents the model scores for Baseline Trainer and Guard-
Chain. In contrast, the line graph highlights the score 
enhancements achieved by GuardChain over the Base-
line Trainer. Observing the scenarios with 5, 10, and 15 
nodes in federated learning, GuardChain’s BLEU scores 
improved between 0.0001 and 0.0006. For 5-node scenar-
ios, the ROUGE-1, ROUGE-2, and ROUGE-L F1 scores 

Table 3  Independent variable settings of accuracy and 
verification efficiency analysis experiment
Experiment Number Sum Node Number Proportion 

of malicious 
nodes

1 5, 10, 15 40%

2 10 0, 10%, 20%, 
30%, 40%

Baseline Trainer GuardChain Improvement

Fig. 8  The model performance of the baseline trainer and GuardChain under model poisoning attacks. The model evaluation metrics for c(1), c(2), c(3), 
and c(4) are BLEU, ROUGE-1, ROUGE-2, and ROUGE-L, respectively

 

BaselineTrainer GuardChain Improvement

Fig. 7  The model performance of the baseline trainer and GuardChain under malicious node attacks with 10 nodes. The model evaluation metrics for 
b(1), b(2), b(3), and b(4) are BLEU, ROUGE-1, ROUGE-2, and ROUGE-L, respectively
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saw an increase of approximately 0.005, with 10-node 
scenarios exhibiting a rise of about 0.001 and 15-node 
scenarios around 0.002. GuardChain also displayed 
incremental improvements in Precision and Recall for 
ROUGE scores. Notably, these enhancements were mod-
est due to our experimental setup involving fine-tuning 
pre-trained models. However, for models highly suscepti-
ble to malicious scenarios or those without prior training, 
GuardChain is anticipated to deliver more remarkable 
and impactful results. 

Regarding the endorsement time for adapter quality 
reports on GuardChain, as shown in Fig. 10, on-chain 
verification for 5 nodes could be completed in around 
5 seconds, about 50 seconds for 10 nodes, and approxi-
mately 100 seconds for 15 nodes. In configurations with 
fewer nodes, the on-chain verification time per node 
could reach around 1 second. This duration is negli-
gible compared to the days or even months of training 
time typical for AIGC models, thus being considered 
acceptable. 

Experiment 2.2 With a constant total number of 
nodes, we vary the percentage of malicious nodes as 

our independent variable. This allows us to evaluate the 
framework’s robustness and accuracy when dealing with 
inputs of varying data quality. This experimental setup 
reflects the fluctuating quality of real-world data, aid-
ing our understanding of how the framework copes with 
imperfections in data.

In Fig. 11, we present the effectiveness of GuardChain 
in managing the participation of malicious nodes during 
the FL-empowered AIGC training process, particularly 
when the number of participating nodes is fixed at ten, 
and the proportion of malicious nodes escalates from 
0% to 40%. Notably, with a 0% malicious node propor-
tion, the training results of Baseline Trainer and Guard-
Chain are nearly identical, demonstrating the model’s 
fundamental performance. However, as the proportion 
of malicious nodes increases to 10%, there is a precipi-
tous decline in the model score of the Baseline Trainer, 
with the BLEU score dropping by approximately 0.2 and 
the ROUGE F1 score decreasing by around 0.3. This sig-
nificant reduction indicates the detrimental impact of 
malicious nodes on model accuracy. Throughout the 
presence of malicious nodes, a considerable difference in 

Fig. 10  With a fixed number of ten nodes participating in federated learning (FL), we simulate real-world scenarios of varying scales of malicious at-
tacks by altering the proportion of malicious nodes. Starting from 0%, this proportion increments in steps of 10%, reaching up to 40%. The bar graph in 
our study illustrates the disparity in model performance between baseline trainer and GuardChain under these conditions. Additionally, a line graph is 
employed to represent the variation in accuracy between the two models. The model evaluation metrics for b(1), b(2), b(3), and b(4) are BLEU, ROUGE-1, 
ROUGE-2, and ROUGE-L, respectively

 

Fig. 9  With the total count of participating nodes varied sequentially among 5, 10, and 15. The histogram in our findings depicts the perfor-
mance scores of both baseline trainer and GuardChain models under the condition of malicious nodes contributing to adapter updates. Comple-
mentarily, the accompanying line chart delineates the disparity in scores between the two models, effectively capturing the differential, namely 
ScoreGuardChain − ScoreBaseline . The model evaluation metrics for a(1), a(2), a(3), and a(4) are BLEU, ROUGE-1, ROUGE-2, and ROUGE-L, respectively
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model scores between Baseline Trainer and GuardChain 
persists. 

Moreover, as the proportion of malicious nodes 
increases, the line graph distinctly illustrates the wid-
ening gap in model scores between GuardChain and 
Baseline Trainer. This trend is especially evident in the 
ROUGE-F2 scores, which exhibit a noticeable upward 
trajectory, signifying that the more significant the pro-
portion of malicious nodes, the more substantial their 
impact on model accuracy. Therefore, it is foreseeable 
that with many nodes participating in FL-empowered 
AIGC, there is an increased reliance on GuardChain to 
provide trust assurance for model training, ensuring the 
integrity and accuracy of the model are not compromised 
by malicious interventions.

In scenarios where the proportion of malicious nodes 
increases while the number of nodes remains fixed at 
ten, the endorsement time for adapter quality reports 
in GuardChain consistently stabilizes between 40 and 
60 seconds. Consequently, each node requires approxi-
mately 5 seconds for endorsement. This efficiency is cru-
cial, especially in the context of model training, where the 
presence of malicious nodes can fluctuate. GuardChain 
demonstrates its capability to complete verifications 
swiftly, even amidst such variability in the network’s trust 
environment.

Conclusion and future work
In this study, we first introduced the concept of end-to-
end trust assurance to the FL scenario of AIGC models 
and proposed and implemented the GuardChain sys-
tem. Using a phased analysis approach, we ensured the 
trustworthiness of the three crucial phases: data prepa-
ration, adapter updates, and parameter aggregation. 
We have successfully realized the GuardChain system 
and conducted extensive experiments on popular large 

language models and publicly available real datasets. 
The evaluation results have validated the effectiveness 
of GuardChain. Furthermore, the GuardChain system 
is open-source, and we welcome contributions from the 
research community.

Given the resource-intensive nature of training AIGC 
models and the inherent characteristics of blockchain, 
there are limitations in the extent to which the aggrega-
tion results of parameters can be verified on the block-
chain. This constraint leads to a scenario where only 
a partial, fuzzy verification of parameter aggregation 
results is feasible rather than a complete on-chain pro-
cess replication. Consequently, this does not guaran-
tee the absolute accuracy of the outcomes. In future 
research, we aim to investigate comprehensive methods 
for validating the computational results of AIGC model 
aggregation nodes within this framework.
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