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Framework for Computing-Constrained IoT
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Abstract—Through exploiting decentralized data from mul-
tisource Internet of Things (IoT) devices, federated learning
(FL) can accomplish the training of deep neural network (DNN)
models in a privacy-preserving manner to provide premium
intelligent services. Due to portability considerations, most IoT
devices are computing-constrained which cannot afford frequent
DNN model training in FL. Existing approaches use model
compression techniques to reduce computing cost of IoT devices,
whereas accuracy degradation is inevitably incurred. To address
this challenge, we propose an elastic FL collaboration framework
(EFLCF), namely, EFLCF, to accommodate limited comput-
ing resources of IoT devices. Specifically, we first design an
FL-oriented elastic neural network model with multiple-width
subnets, and couple it with an FL device-server collaboration
framework to form EFLCF, thereby releasing computing cost
pressure of IoT devices. We then develop a freezing-assisted
wide-to-narrow training mechanism to realize efficient device-
server distributed training and further reduce device computing
cost. Finally, we design an entropy-based narrow-to-wide elastic
inference mechanism to decrease computing cost of inference
without compromising accuracy. Experiments demonstrate that
compared to well-known benchmarks, our EFLCF can reduce
up to 97.65% device computing cost and improve up to 48.3%
accuracy in training, while reducing up to 42.5% computing cost
in inference.

Index Terms—Computing cost, federated learning (FL), infer-
ence mechanism, Internet of Things (IoT), training mechanism.
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I. INTRODUCTION

ITH the prosperity of artificial intelligence, deep neural
Wnetwork (DNN) models have achieved tremendous
success in computer vision [1], natural language process-
ing [2], and other fields [3], enabling a large number of
intelligent service applications. Meanwhile, as the information
society advances, the number of Internet of Things (IoT)
devices connected to the network is proliferating and capable
of providing convenient services to humans [4]. Deploying
these advanced DNN models on IoT devices can provide
convenient intelligent services and yield tremendous socio-
economic benefits [5]. However, there are two crucial issues
for the efficient deployment of DNN models on IoT devices.

First, during the evolutionary development of artificial
intelligence, most works focus on designing DNN models with
more parameters and more complex structures in pursuit of
superior performance [6]. However, while attaining superior
performance, DNN models with numerous parameters and
complex structures impose high computational overhead and
runtime during their deployment [7], [8]. In addition, this
problem is exacerbated by the fact that IoT devices are
mostly computing-constrained. Oftentimes, to enable ubig-
uitous and convenient deployment in real-world scenarios,
IoT devices are designed to meet portability requirements,
which require them to be small, lightweight, and cost-
effective [9]. These portability-driven hardware design features
prevent IoT devices from accommodating powerful comput-
ing components, thereby making it difficult to support the
computing-intensive training of DNN models. Thus, there is
urgent need to efficiently deploy DNN models on computing-
constrained IoT devices [10].

Second, with a wide range of IoT devices being deployed
in various domains, vast amounts of data are collected by
IoT devices during their deployment, and processing these
multinode data usually need to train DNN models [11].
Traditionally, these collected data need to be transferred to
one central server for DNN model training through extracting
the information and knowledge within the data [12]. However,
transferring raw data that contain sensitive user information,
such as in the field of smart healthcare and finance, etc.,
induces data security and user privacy concerns. The recent
issuance of relevant data protection regulations has rendered
traditional centralized training difficult to implement.

To tackle these issues, federated learning (FL) emerges
as a distributed DNN model training approach to exploit
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TABLE I
EXAMPLE OF TRAINING LATENCY COMPARISON FOR
COMPLETING A SINGLE TRAINING EPOCH

Jetson Nano BO1
1107 s

Device
Latency

Raspberry Pi 4B
13987 s

Raspberry Pi 5
5759 s

decentralized data across multisource IoT devices in the
absence of data privacy exposures [10], [13]. Specifically, one
round of the training process for FL can be described as four
main steps.

1) In the current round, participating clients, i.e., IoT
devices, download a global DNN model from the param-
eter server.

2) Using their dataset, clients proceed in parallel to train
this DNN model locally.

3) Clients pass their updated DNN models to the server.

4) Based on the FedAvg formula [14], the parameter server
merges the DNN models originated from the clients as
a fresh global DNN model for the next training round.

In FL, the server and clients iteratively process the above four
steps until the target accuracy is attained, in which the data
of clients are not exposed. Although FL can well handle the
issues of user data and privacy leakage in centralized training
of DNN models, clients need to undertake high computing cost
locally for training DNN models in FL [15]. Following the FL
workflow, with the same DNN model deployed on different
devices, the training latencies of devices would exhibit remark-
able differences due to the significant differences in device
hardware capabilities [16]. Table I provides an example to
illustrate this fact. Here, we adopt three common IoT devices,
containing a Raspberry Pi 4B, a Raspberry Pi 5 and a Jetson
Nano BO01, to measure the training latency for completing a
single training epoch. It can be observed that the computing-
constrained Raspberry Pi 4B consumes 13987 s to complete a
single training epoch, whereas the Jetson Nano BO1 consumes
only 1107 s to complete a single training epoch. Due to the
synchronous nature of FL, the computing-constrained devices
become a bottleneck that induces excessive distributed training
latency and degrades the overall efficiency of the FL system.
In the context of FL, such as microcontrollers and sensors,
may not be able to afford the cost of training Al models or
may induce high latency [17].

To address the above bottleneck, in this article, we pro-
pose an elastic FL collaboration framework (EFLCF) for
computing-constrained IoT scenarios. The contributions of this
article can be summarized as follows.

1) To release the pressure on computing cost of IoT
devices, we propose an elastic FL. collaboration frame-
work, namely, EFLCF. In particular, this framework well
couples our designed FL-oriented elastic neural network
(FLENN) model with multiple-width subnets to realize
the efficient device-server collaborative training.

2) To enhance training accuracy and further reduce comput-
ing cost of IoT devices, we develop a freezing-assisted
wide-to-narrow training mechanism that can efficiently
realize device-server collaborative training in EFLCF.

3) Through analyzing the FLENN model structure, we
design an entropy-based narrow-to-wide inference
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mechanism that can realize elastic inference without
sacrificing the model accuracy, thus decreasing the
inference computing cost.

4) Extensive experiments demonstrate that using the well-
known benchmarks, our EFLCF can improve training
accuracy by up to 48.3%, reduce device computing cost
by up to 97.65% in training, while reducing computing
cost by up to 42.5% for achieving similar accuracy in
inference.

II. RELATED WORK

In the last few years, several researchers have concentrated
on optimizing the computing cost of DNN models when
deployed in IoT devices. From the perspective of DNN model
compression design, Howard et al. [18] proposed a depthwise
separable convolution, a lightweight technique designed to
replace the traditional computing-intensive convolution, to
build an efficient DNN model, called MobileNet, which can
effectively reduce computing cost. Zhao et al. [19] designed an
uncertainty-aware binary neural network that utilizes a single
bit rather than a floating point number to store model param-
eters, resulting in remarkable computing cost optimization. In
spite of the fact that these model compression design schemes
release some computing cost, the accuracy of DNN models
appears to be degraded. Considering the aspect of the training
mechanism design, Cai et al. [20] introduced a progressive
shrinking training technique to train a super DNN model that
contains myriad subnets with different scales and accuracy.
Despite the effectiveness, huge computing cost is incurred
during the training process of the super DNN model on IoT
devices.

In addition, some researchers adopt the computing offload-
ing idea to optimize computing cost of DNN models on
IoT device deployments. Through collaboration between IoT
devices and a server, Eshratifar et al. [21] designed the
JointDNN algorithm which offloads computation to the server
at the layer granularity of DNN models for optimizing latency.
Further considering load balancing, Xu et al. [22] presented
a distributed auction algorithm with polynomial complexity
to obtain the optimal device-server computing offloading
solution. Nevertheless, data characteristics are not taken into
account in the above schemes, resulting in some easy-to-
handle samples still being processed through the entire DNN
model. To solve the above problem, Teerapittayanon et al. [23]
developed a BranchyNet that contains a side-branch classi-
fier in its early layers, thus enabling some easy-to-handle
samples to exit from the side branch with less computing
cost. Considering the reliability guarantee, Pang et al. [24]
established a runtime adaptation framework that schedules
DNN models with different computing cost to meet the real-
time requirements. However, the above approaches only focus
on optimizing computing cost in inference, while ignoring user
privacy and data security in training.

To handle the above problem, FL enables distributed training
of DNN models in a privacy-preserving fashion. Recently,
considerable research efforts have been devoted to optimizing
the computing cost of participating clients in FL. From the
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Fig. 1. Key components of our proposed EFLCF.

perspective of DNN model design, Shlezinger et al. [25]
employed quantization theory tools to develop a Universal
Vector Quantization technique, which realizes quantization
compression of DNN models. Li et al. [26] designed a flexible
compression scheme for DNN models which incorporates
the Benders decomposition technique to reduce the resource
consumption. Nevertheless, accuracy degradation is incurred in
model compression schemes for FL. Cui et al. [17] designed a
lightweight DNN model with one side branch to accommodate
the resource-constrained nature of IoT devices in FL. In FL,
Chen et al. [27] categorized the employed DNN models into the
shallow part and deep part, and completed updates of two parts
with different frequencies in FL to reduce training cost. However,
resource management design of FL is not taken into account.

From the perspective of resource management strategy
design, Zhan et al. [28] designed a deep reinforcement
learning-based CPU-operation frequency control technique
to reduce clients’ computing cost in FL. In a time-sharing
communication fashion, Tran et al. [29] formulated the trade-
off problem of FL training delay and resource consumption
as an optimization problem, and gave a closed-form solu-
tion for resource allocation through quantitative analysis.
Wang et al. [30] modeled the resource allocation problem
of FL as a Markov decision process and proposed a corre-
sponding multiagent deep reinforcement learning strategy to
dynamically accomplish resource allocation. Further consid-
eration of client selection strategy design, [15] introduced a
utility-enabled heterogeneous aware client selection strategy
for FL. to match communication resources. Chen et al. [12]
designed a probabilistic client selection scheme coupled with
an integer linear programming-based communication resource
allocation scheme to accelerate the FL distributed training rate.
However, the above works do not involve the DNN model
design in FL frameworks, and thus remain unadaptable to IoT
devices with extremely limited computing resources.

III. OVERVIEW OF OUR PROPOSED APPROACH
A. Components of Our EFLCF

Nowadays, the dynamic neural network design [8], [31] has
become popular due to its elastic inference capability, which
enables it to flexibly adapt to the resource-constrained nature

A shared

(a) The model structure of FLENN

and accuracy requirements of IoT intelligent applications.
Inspired by the above facts, this work aims at exploring the
potential benefits of the dynamic neural network paradigm in
FL scenarios, and propose an FLENN model by further design
optimization and secondary exploitation on the state-of-the-art
multibranch scalable neural network (MBSNN) in [8].

To be specific, our proposed FLENN model structure is
composed of three modules, i.e., a shared head convolution
module, an elastic branch module, and a shared classifi-
cation module, as shown in Fig. 1(a). First, different from
the original MBSNN model, our proposed FLENN model
structure adopts a stable and shared head convolution scheme
to accommodate multiclient distributed training collaboration
of FL. Second, in the elastic branch module, our FLENN
model structure contains N branches {Bi, B, ..., By} which
can be elastically formed into its N subnets with different
widths. More specifically, the elastic branch module of subnet
71 refers to branch By, and the elastic branch module of subnet
7o consists of branch By and branch B;. In general terms,
the elastic branch module of subnet 7, is composed of the
front n branches {B1, B2, ..., B,} and owns the corresponding
width. Here, the subnet number of the FLENN model and
the width of each subnet are determined by a width factor
List {wi,...,wp, ..., wn}0 < wg < ...w, < ... <Wwn). A
width factor w, can adjust the filter number of convolutional
layers on the branch module in subnet m,. For instance, if
wy, = 0.5, then the filter number in subnet 7, is reduced to half
of the default number. Third, the output tensor of the elastic
branch module with different width factors is passed to the
shared classification module, and activates the corresponding
part of neurons on the shared classification module for final
classification results.

Leveraging the above FLENN model, we further design an
EFLCF, namely, EFLCF, toward computing-constrained IoT
devices, as illustrated in Fig. 1. Specifically, in this framework,
the head convolution module, the first module of the FLENN
model, is placed on the clients to reduce their computing cost
in FL training, whereas the entire FLENN model is deployed
on the server to ensure complete training for the FLENN
model. In this framework, the clients only need to undertake the
computing cost of the head convolution module of the FLENN
model, and upload the output tensor of the head convolution
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Fig. 2. Workflow of our proposed EFLCF.

module and data labels to the server for subsequent training. In
this way, except for the head convolution module, the clients
do not need to perform the forward and backward propagation
required for training the FLENN model, which greatly reduces
the computing cost of clients. Meanwhile, in our designed
EFLCEF, the clients only upload the feature tensor computed
by the head convolution module without uploading the raw
data, thus ensuring privacy protection.

B. Workflow of the EFLCF

This section describes the workflow of our proposed
EFLCF, as shown in Fig. 2. In this framework, the server
maintains two categories of models with the same FLENN
model structure, which are the Pinned Model and the Buffer
Model. Here, the Pinned Model records the initial parameters
of the global model at the beginning of each training round,
and the Buffer Model stores the model parameters after each
training update via using a single client’s data. Specifically,
the workflow of each training round in our framework can be
summarized in eight steps.

Step (1): The server completes the initialization of the
Pinned Model.

Participating clients download the head convolution
of the Pinned Model from the server in the current
training round.

Participating clients utilize their local data to per-
form partial forward propagation by using the
received the head convolution, thereby obtaining
the low-level output tensor of training data.
Participating clients transmit the obtained low-
level output tensor of the training data and the
corresponding data labels to the server.

The server first replicates the current Pinned Model
to obtain a Buffer Model, and then adopts the low-
level output vectors and data labels transmitted by
each client to train and update the Buffer Model
parameters.

Step (2):

Step (3):

Step (4):

Step (5):

I
|
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Model deployment

Step (6): Based on the FedAvg formula [13], the server
integrates all updated Buffer Models obtained from
participating clients to obtain a new Pinned Model
for next training round.

Check whether the current Pinned Model converges
or meets the desired accuracy requirements. If so,
collaborative training terminates; otherwise, return
to Step (2) for the next training iteration.

After finishing the client-server collaborative training, each
client elastically chooses to download and deploy either a
partial Pinned Model or the entire Pinned Model depending
on the accuracy requirements of its intelligent application.

Step (7):

C. Preliminaries

In this section, we illustrate the differences between the
proposed FLENN model and the existing MBSNN model in
terms of the deployment method, model structure, and training
mechanism. Meanwhile, we explain why these differences can
enable the proposed FLENN model to better improve the FL
training efficiency for computing-constrained devices.

First, as far as the deployment method is concerned, the
entire MBSNN model is deployed on a single IoT device.
In contrast, the proposed FLENN model deploys its head
convolution module on IoT devices and its remaining modules
on a server, as shown in Fig. 1. This collaborative design in
the deployment method allows computing-constrained devices
to efficiently offload the computing burden of high-intensity
training tasks to the powerful server. Meanwhile, through the
collaboration of FL, this deployment method design can aggre-
gate more diverse data from computing-constrained devices,
thus improving the accuracy of the global model.

Second, with respect to the model structure design, the
proposed FLENN model employs a shared head convolution
module, while the head module of the MBSNN model employs
a multiwidth structure that matches N branches of its elastic
branch module. This improvement in the model structure
design can reduce the computing overhead of devices in
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Algorithm 1: Our Proposed EFLCF for Computing-

Constrained IoT
Input: A server, a participating client set ® of size K, a width factor
list {wy, wp, ..., wn}, a client selection fraction &, a maximum
number of FL training rounds E;
Output: The well-trained global FLENN model;
1 Based on the given width factor list {wy, wo, ..., wy}, the server
initializes the Pinned Model G}, with the FLENN model structure;
2 fore<1,2,...,E—1do

3 Randomly select « x K clients from the all client set ® to
construct the selected client set @ for the current eth round;
4 The server sends the head convolution module of its current

Pinned Model GY, to the participating client set ®;

// Clients execute

5 for Each participating client ¢y, € ® in parallel do

6 By using the received head convolution module with its local
data, client c;;, performs partial forward propagation and
obtains the corresponding low-level tensor vy;

7 Client ¢;; uploads the obtained low-level tensor vy, of the
training data and data labels /, to the server;

8 end
// Server executes
9 for Each participating client ¢, € ® do
10 For each client ¢, the server replicates a Buffer Model Gf;,m
from its current Pinned Model Gf;;
11 The Algorithm 2 is called on the server to utilize the tensor

vim and data labels /,;, uploaded by the client ¢, for training
the Buffer Model G3 ,, as Gl

B,m>
12 end
13 The server integrates M Buffer Models {G?'ll, e G?'A}I} to
Tl | et
. . e o —1 |Dm|G
obtain a new Pinned Model G5! as G‘H:M'
P P Y Dl
14 if Pinned Model G;‘H is converged then
15 Return The trained Pinned Model G;’H;
16 end
17 end

18 Return The trained Pinned Model Gﬁ“;

FL. Specifically, in MBSNN with N subnets, each training
sample is processed N times through the corresponding parts
of its head module to generate N low-level feature tensors for
training the subnets. In contrast, in FLENN with N subnets,
each training sample only needs to be processed once through
the shared head convolutional module to generate a unified
low-level feature tensor that can be reused by all subnets.
Third, in terms of the training mechanism, the proposed
FLENN model features a novel freezing-assisted wide-
to-narrow training mechanism, and this mechanism is
significantly different from the traditional training method of
the MBSNN model. Here, this training mechanism utilizes a
freezing technique to alternate between nonfreezing and freez-
ing training rounds, and thus reduces the updating frequency
of the head convolution on clients without compromising
accuracy. As a consequence, based on this mechanism, our
proposed EFLCF can further reduce the training overhead of
computing-constrained devices. Note that the design details of
our proposed training mechanism are provided in Section V.

IV. OURr PROPOSED EFLCF FOR
COMPUTING-CONSTRAINED 10T

Algorithm 1 elaborates on the implementation details of
our proposed EFLCF for computing-constrained IoT devices.
First of all, by adopting a set width factor list, this algorithm

Algorithm 2: Our Freezing-Assisted Wide-to-Narrow
Training Mechanism for EFLCF

Input: Data tensor v,; with data labels /,, from the client ¢;,, a Buffer
Model G%’ n With the FLENN structure, a freezing milestone
index Fy, a freezing gap value Fyg, the current training epoch
index e;

Output: The trained Buffer Model Gf;,rni in this training round;

Server constructs optimizers {optq, ..., opty} for updating parameters

of the elastic branch module and shared classification module of N

subnets {mry,...,y} in the current Buffer Model G"’B’m;

2 forn < NN—-1,...,1do

3 if n <N and n > 1 and rand() < 0.5 then

4 | continue;

5 end

6 The nth subnet clears its gradient information in Buffer Model,
opt[n].zero_grad();

7 The nth subnet perform forward propagation, yﬂ‘n =7, (V™) ;

8 Server obtains the training loss of the nth subnet by using (1);

9 Server updates model parameters of subnet 7, except for the head

convolution module, opt[n].step();
10 if n==N and (e < Fs or ¢ % Fg == 0) then

11 The server conveys the client ¢;, the input vector for the head
convolution in the back propagation;

12 Client ¢;; updates the head convolution module and sends it
to the server;

13 Server adopts the received new head convolution module to
replace the old one;

14 end

15 end

16 Return The updated Buffer Model G?;,ll in this training round;

initializes the Pinned Model with the FLENN model structure
as a global model in line 1. Our framework can then perform
iterative FL training via cooperation between a server and
participating clients (lines 2—17).

Specifically, in each server-client collaborative training
iteration, based on a given client selection factor, the server
first randomly decides the participating clients for this training
round in line 3, and assigns the head convolution of the
current Pinned Model to these clients in line 4. Afterwards,
the participating clients first process the local data in parallel
using the received head convolution module to obtain the low-
level output tensor of training data, and upload the obtained
output tensor and the corresponding data labels to the server
for subsequent training in lines 5-8. Once the low-level tensor
and labels of the training data are received, the server starts
performing subsequent training for each client (lines 9-12).
That is, for each client, the server duplicates the current Pinned
Model as a Buffer Model in line 10, and then calls Algorithm 2
to complete subsequent training of the Buffer Model using
the low-level tensor and labels of the training data in line 11.
After the server has processed the training of all participating
clients, the server integrates all trained Buffer Models via
the FedAvg formula [13] to obtain a new Pinned Model for
the next distributed training iteration in line 13. Finally, the
server checks whether the newly integrated Pinned Model has
converged. If so, the algorithm returns the new Pinned Model
from this training and terminates; otherwise, it proceeds to the
next distributed training iteration (lines 14—16).

As illustrated in Algorithm 1, there is a clear difference
between our proposed EFLCF and the classical FL framework
in terms of the training pattern. In most of the classical FL
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frameworks, the clients are required to perform the complete
computing-intensive DNN model training locally. In contrast,
in our framework, clients need to undertake only a small
computing cost for executing the head convolution module of
the FLENN model, thereby greatly releasing their computing
pressure. Meanwhile, our framework can yield a trained
FLENN model which enables resilient inference. This feature
of elastic inference means that the trained FLENN can be fully
or partially deployed on IoT devices with different computing
resources to perform the required inference requirements
without fine-tuning, which can well broaden the application
scenarios of FL and improve the usability of computing-
constrained IoT devices for FL-driven intelligent applications.

V. OUR DESIGNED FREEZING-ASSISTED
WIDE-TO-NARROW TRAINING MECHANISM FOR EFLCF

A. Design Principles

Currently, most of the traditional training mechanisms
are designed for classical DNN models with only one
exit [1], [32], [33]. Therefore, these traditional mechanisms
are not suitable for elastic neural networks with multiple
exits [8], [31], [34]. To address the above challenges, several
training techniques for elastic neural networks have been
designed in the last few years. For instance, a common
training technique [23] is to superimpose the losses of all
the output exits in the elastic neural network, and updates all
model parameters of the elastic neural network in a single
back propagation. However, the existing training techniques
for elastic neural networks are mainly designed for single-
node IoT devices, and thus cannot be directly applied to FL
distributed training paradigms.

Inspired by the above facts, we design a freezing-
assisted wide-to-narrow training mechanism to well couple the
FLENN model with multiple-width subnets into our proposed
EFLCF, as shown in Fig. 3. Unlike existing training mecha-
nisms [23], [35], our designed training mechanism calculates
the loss and completes the model parameter update for each
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Our designed freezing-assisted wide-to-narrow training mechanism for EFLCF.

subnet ,(1 <n < N) in the FLENN model separately, that is

L(Yra: §: 6n) = =97 log(yx,)

Yoo = On(X), 1 <n <N ey

where x is input data tensors, ¥ is ground truth data labels,
yr, refers to output predicted results of the nth subnet m,
0, represents parameters of the nth subnet m,, and N is the
number of subnets in the FLENN model. In this manner, it is
observed that the parameters of the wide subnets encompass
those of the narrow subnets. Therefore, when the wide subnets
update their parameters, the parameters of the narrow subnets
are also updated simultaneously. In this context, this work
adopts the wide-to-narrow fashion to sequentially complete
training for all subnets of the FLENN model in EFLCF.
It is worth highlighting that in the wide-to-narrow fashion,
updating the parameters of the wide subnets produces a
positive pretraining function on the training of the narrow
subnets, thereby better improving the training accuracy.

Furthermore, in our proposed EFLCF, all subnets share a
head convolution module, and this shared head convolution
module is placed on the client side for extracting low-
level features from raw data. Obviously, updating the head
convolution module imposes additional computing overhead
on participating clients. To further release the computing
pressure on clients, we develop a freezing strategy to lower
the update frequency of the shared head convolution module,
as elaborated in Algorithm 2. Note that since the shared head
convolution module has only a few parameters and is used to
extract the low-level tensor from raw data, it can still be trained
well with less frequent updates controlled by our designed
freezing strategy.

B. Freezing-Assisted Wide-to-Narrow Training Algorithm

Algorithm 2 shows the implementation details of our
freezing-assisted wide-to-narrow training mechanism for
EFLCF. This algorithm consists of a training setting initial-
ization phase (line 1) and a multiple-subnet training phase
(lines 2—15). In the initialization phase, each subnet 7, in the
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Buffer Model is equipped with a corresponding optimizer opt,
to subsequently update its parameters of the elastic branch
module and shared classification module in line 1.

In the multiple-subnet training phase, the subnets of the
Buffer Model are updated sequentially in a wide-to-narrow
fashion (lines 2—-15). Here, when the wide subnets update its
parameters, the parameters of the narrow subnets are also
updated simultaneously to achieve the pretraining function.
In the wide-to-narrow fashion, the training process for a
subnet contains the random skip (lines 3-5), partial forward
propagation (lines 6-8), partial backward propagation (line 9),
and optional remaining backward propagation (lines 10-14).
In the random skip, the intermediate subnet 7,(1 < n < N)
skips training with a 50% probability in lines 3-5, providing
the regularization function for training. Note that the widest
subnet 7y and smallest subnet 1 are not skipped since they
ensure the upper and lower bound performance of the FLENN
model, respectively. In the partial forward propagation, the
subnet 7, clears its optimizer gradient information in line 6,
utilizes the data tensor v, from the client ¢, to complete the
partial forward propagation and obtain the prediction result
Yz, in line 7, and computes the loss between the prediction
result y7! and the ground truth label y7! by using (1) in line 8.
In the partial backward propagation, the subnet 7, utilizes its
optimizer opt, to update the parameters of the corresponding
elastic branch module and shared classification module in line
9. Finally, an optional remaining backward propagation for the
head convolution module is processed in lines 10-14. In this
phase, it is set that the head convolution module is updated
only during the training of the widest subnet my. This is
because the head convolution is a starting and few-parameter
module for processing the original input data, and can be
trained well even if it is frozen during the training of other
subnets. Moreover, to further simplify the training process, we
set a principle for reducing the update frequency of the head
convolution module. That is, once the current training epoch
index e exceeds the preset freeze milestone Fj, the update
frequency of the head convolution is adjusted to once every
F, training rounds.

VI. ENTROPY-BASED NARROW-TO-WIDE ELASTIC
INFERENCE MECHANISM

A. Design Principles

Following the content of Sections IV and V, we can obtain
a well-trained FLENN model via client-server collaborative
training in EFLCF. In contrast to the traditional DNN mod-
els with one exit, the well-trained FLENN model contains
multiple executable subnets, each of which has different model
parameters and inference accuracy.

To match the varying difficulty of inferring data and the
diverse accuracy requirements of FL intelligent applications,
our designed FLENN model employs an entropy-based confi-
dence threshold judgement mechanism to incrementally select
subnets for elastic inference. For the detailed rationale of the
entropy confidence judgement, the readers can refer to the
literature [36]. Specifically, the entropy confidence level of
subnets in the FLENN model is calculated as follows:
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Algorithm 3: Our Entropy-Based Narrow-to-Wide Elastic
Inference Mechanism
Input: A client ¢, a server, a well-trained FLENN model with N
subnets {7, 72, ..., wn}, the input data x, a preset confidence
threshold set T = {ty, 10, ..., TN };
Output: The inference result y;
1 Client ¢y, extracts the low-level tensor x’ by using the shared head
convolution of FLENN model, X' = head_conv(x);

2 forn<«1,2,---N do

3 if client ¢, is able to perform inference of subnet mw;, then

4 FLENN model on client ¢, switches to nth subnet 7,;

5 The nth subnet 7 on client ¢;; performs inference,
Y="n «);

6 Client ¢, obtains entropy confidence value v of inference
result y by using (2);

7 if v < 1, or n == N then

8 \ Return Local inference result y on client ¢y;;

9 end

10 else

1 Call Procedure Sever_Inference (x’, n, T) to conduct
collaborative inference on the server;

12 end

13 end

14 Procedure Sever_Inference (x', n, T)

15 forj < n,..., N do

16 FLENN model on the server switches to jth subnet 7;;

17 The jth subnet 7, on the server performs inference via the
low-level tensor x’ from client ¢, y = 7;(x');

18 Server calculate entropy confidence value v of inference result y
by using (2);

19 if v < 7j or n == N then

20 ‘ Return Inference result y obtained by the server;

21 end

22 end

!
yilog, yi

2
log, / @

T(y) =
i=1
where y is the output vector of a subnet in the FLENN model,
[ denotes the length of the output vector y, and y; is the
ith element of the vector y and represents the classification
possibility of the ith class. Here, if the confidence level of
a subnet is less than a predefined threshold, the obtained
inference result of the current subnet is considered to be
confident and the inference is terminated; otherwise, the next
wider subnet in the FLENN model is employed for further
inference. Based on the defined confidence level, we design
a narrow-to-wide elastic inference mechanism, which will be
elaborated in Algorithm 3. Benefiting from the above elastic
inference mechanism, the FLENN model can utilize narrow
subnets with low computing cost to handle simple samples
and satisfy low-accuracy requirements, while relying on wide
subnets with high computing cost to handle difficult samples
and satisfy high-accuracy requirements. Moreover, consider
that IoT devices may be computing constrained and not be
able to afford the inference cost of some wide subnets in the
FLENN model. Thus, to address this challenge, our inference
mechanism also offers an optional server-dependent inference
scheme without sacrificing privacy and exposing raw data.

B. Narrow-to-Wide Elastic Inference Algorithm

Algorithm 3 details the workflow of our entropy-based
narrow-to-wide elastic inference algorithm. First of all, the
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client ¢, feeds the input data x into the shared-head con-
volution module of the trained FLENN model to obtain the
low-level tensor x’ in line 1. The algorithm then performs
entropy-based elastic inference in a narrow-to-wide fashion
(lines 2—13). At the beginning of the inference for the current
subnet 7,, the client ¢,, evaluates whether it can afford the
computing cost of performing the inference in line 3. If
so, the client performs the inference locally in lines 4-10;
otherwise, the client employs the server-dependent inference
scheme via computing offloading in line 11. More specifically,
in the client-side elastic inference process, the FLENN model
on client ¢, first switches to the current subnet m,, and
executes inference for the tensor X’ to obtain an inference
result y from subnet m, in lines 4-5. The client ¢, then
calculates its inference result entropy confidence value v for
the obtained inference result y. Finally, the confidence value
v is compared with the current subnet’s confidence threshold
value 7, in lines 7-9. If so, the inference result y is confidently
returned and the inference terminates in line 8; otherwise,
the algorithm proceeds to the next subnet until all subnets
are visited. In addition, when the client ¢,, cannot afford
the inference cost for the current subnet m,, the algorithm
calls the Procedure Server_Inference to accomplish subsequent
elastic inference on the server. Similar to the client-side elastic
inference process, the Procedure Server_Inference is specified
in lines 14-22. Note that the tensor x’ uploaded by the client
cm 1s already processed locally in its shared convolution
module, which means the raw data x can be firmly kept in
the client with privacy-preserving features. Through using the
above entropy-based narrow-to-wide elastic inference algo-
rithm, computing-constrained clients can accomplish efficient
and low-cost elastic inference in FL-enabled applications.

VII. EVALUATION
A. Experimental Settings

In this work, we consider a common collaborative FL
framework which consists of a server and 100 participating
clients [37]. Our proposed EFLCF and mechanisms are all
implemented by using Python 3.6.9 and PyTorch 1.4.0 and
simulation experiments are conducted on a server with a
Nvidia GTX 4090 GPU [36]. With respect to FL-related
parameters, 10% of participating clients are randomly selected
in each FL training round, and training samples are randomly
shuffled and evenly distributed to 100 clients [11]. We adopt
widely used Adam Optimizer [38] for FL collaborative train-
ing. Here, the maximum number of FL training rounds is set
to 200, the learning rate is deemed to be 0.1, the weight decay
rate is set to 0.0005, and the momentum is given as 0.9.

To verify the effectiveness of our proposed FLENN
model, we adopt the well-known ResNet-18 [1] and
MobileNetV2 [32] as backbone DNN models, respectively.
Note that our FLENN model structure can be applied to many
common DNN models, such as ResNet18 and MobileNetV2.
Here, we adopt the style of adding a suffix after the DNN
model name, i.e., X-FLE-[A,B,C], to indicate that this X DNN
model is coupled with the FLENN model structure, in which
[A,B,C] represents that this model contains three subnets
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of widths [A,B,C]. For instance, ResNetI8-FLE-[0.3,0.6,1.0]
indicates one ResNet18 model with our FLENN model struc-
ture that contains three subnets of widths [0.3,0.6,1.0].

B. Performance Evaluation of Our FLENN Structure in
Terms of Accuracy, Computing Cost, and Parameters

In this section, the performance of the FLENN
model structure in our proposed EFLCF is evalu-
ated. Here, we adopt ResNetl8 and MobileNetV2 as

backbone models to construct multiple corresponding
FLENN models, including MobileNetV2-FLE-[0.1,0.2,0.3],
MobileNetV2-FLE-[0.3,0.6,1.0], ResNet18-FLE-[0.1,0.2,0.3],
and ResNetl18-FLE-[0.3,0.6,1.0]. These models with the
FLENN structure are compared with their primitive DNN
models with maximum width, respectively. Note that the
symbol MobileNetV2-0.3 refers to MobileNetV2 with a
single 0.3 width path, and the symbols MobileNetV2-
1.0, ResNet18-0.3, and ResNetl18-1.0 characterize similar
meanings. Performance is evaluated on CIFAR-10 and
Fashion-MNIST datasets in terms of three metrics: accuracy,
computing cost, and number of model parameters, as shown
in Fig. 4.

Fig. 4(a)-(d) validate the accuracy improvement of
MobileNetV2- and ResNetl8-derived FLENN models on the
CIFAR-10 and Fashion-MNIST datasets. Clearly, for the
MobileNetV2- and ResNetl8-derived FLENN models with
multiple subnets of different widths, the accuracy of the subnet
increases steadily with width. This is because wider subnets
with more parameters have stronger feature extraction capabil-
ities that can help them achieve higher accuracy. In particular,
these MobileNetV2- and ResNetl8-derived FLENN models
all achieve higher accuracy compared to the their primitive
DNN models with maximum width, respectively. Specifically,
on the CIFAR-10 dataset, MobileNetV2-FLE-[0.1,0.2,0.3],
MobileNetV2-FLE-[0.3,0.6,1.0], ResNet18-FLE-[0.1,0.2,0.3],
ResNet18-FLE-[0.3,0.6,1.0] are able to improve 6.83%,
1.84%, 0.43%, and 2.67% accuracy compared to the their
primitive DNN models with the same maximum width, respec-
tively. Similarly, on the Fashion-MNIST dataset, consistent
results can be observed, as shown in Fig. 4(c)—(d).

Fig. 4(e)—(h) and (i)—(1) exhibit the advantages in computing
cost and parameters of MobileNetV2- and ResNetl8-derived
FLENN models on two datasets, respectively. Similar to [17],
we adopt the common multiple-and-accumulate operations
(MACs) to quantify computing cost. Obviously, for the
MobileNetV2- and ResNetl18-derived FLENN models with
multiple subnets of different widths, the computing cost and
parameters of the subnet increase with width. With respect
to computing cost, our MobileNetV2- and ResNetl8-derived
FLENN models are competitive. For instance, compared
to the ResNetl8 with the same maximum width on the
CIFAR-10 dataset, ResNet18-FLE-[0.1,0.2,0.3] and ResNet18-
FLE-[0.3,0.6,1.0] can reduce the computing cost by 46.06%
and 53.10%, respectively. Besides, the model parameters of
our MobileNetV2- and ResNetl8-derived FLENN models
can be significantly reduced. For instance, compared to the
MobileNetV2 and ResNetl8 with the same maximum width
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Fig. 4. Performance evaluation of our designed FLENN structure in terms of accuracy, computing cost, and model parameters. (a) Accuracy of MobileNetV2-
derived FLENN models versus MobileNetV2 on CIFAR-10. (b) Accuracy of ResNet18-derived FLENN models versus ResNet18 on CIFAR-10. (¢) Accuracy
of MobileNetV2-derived FLENN models versus MobileNetV2 on Fashion-MNIST. (d) Accuracy of ResNetl8-derived FLENN models versus ResNet18 on
Fashion-MNIST. (e) Computing cost of MobileNetV2-derived FLENN models versus MobileNetV2 on CIFAR-10. (f) Computing cost of ResNet18-derived
FLENN models versus ResNet18 on CIFAR-10. (g) Computing cost of MobileNetV2-derived FLENN models versus MobileNetV2 on Fashion-MNIST.
(h) Computing cost of ResNet18-derived FLENN models versus ResNet18 on Fashion-MNIST. (i) Parameters of MobileNetV2-derived FLENN models versus
MobileNetV2 on CIFAR-10. (j) Parameters of ResNetl8-derived FLENN models versus ResNet18 on CIFAR-10. (k) Parameters of MobileNetV2-derived
FLENN models versus MobileNetV2 on Fashion-MNIST. (1) Parameters of ResNetl18-derived FLENN models versus ResNet18 on Fashion-MNIST.

on the CIFAR-10 dataset, MobileNetV2-FLE-[0.1,0.2,0.3],
MobileNetV2-FLE-[0.3,0.6,1.0], ResNet18-FLE-[0.1,0.2,0.3],
and ResNet18-FLE-[0.3,0.6,1.0] can reduce the number of
parameters by 33.33%, 36.92%, 66.32%, and 59.54%, respec-
tively. The advantages in parameters and computing cost of
our FLENN structure are due to the fact that the unique
branch module design of the subnets can greatly reduce the
number of neurons and computing cost in convolutional layers
of branches, please refer to Fig. 1.

C. Performance Evaluation of Our Freezing-Assisted
Wide-to-Narrow Training Mechanism

To demonstrate the effectiveness of our designed
freezing-assisted wide-to-narrow training mechanism, this
section adopts MobileNetV2- and ResNetl8-derived FLENN
models of widths [0.1,0.2,0.3] and [0.3,0.6,1.0] for accuracy
evaluation on CIFAR-10 and Fashion-MNIST datasets.

In this work, two state-of-the-art training mechanisms for
dynamic neural networks are employed as baselines. That is,

1) Synchronous training mechanism (Synch) [34] trains all

subnets in a dynamic DNN model in the narrow-to-wide
fashion, and this Synch updates all parameters of the
current subnet.

2) Stepwise incremental training mechanism (SI) [8] trains

all the subnets in a dynamic DNN model in the

TABLE I

ACCURACY COMPARISON OF MOBILENETV2- AND RESNET18-DERIVED

FLENN MODELS WITH WIDTHS OF [0.1,0.2,0.3] UNDER DIFFERENT
TRAINING MECHANISMS ON CIFAR-10

.. Widths w
Model Training 01 03 03 Avg Acc
ST 8] 68.85% 71.29% 71.95% 70.70%
) Synch [34] 47.01% 47.69% 64.36% 53.02%
MobileNetV2-FLE o osed  67.25%  71.93%  76.51%  71.89%(+18.88%)
SI 8] 79.54% 80.64% 80.67% 80.28%
Synch [34] 73.06% 73.02% 73.15% 73.08%
ResNetI8-FLE Proposed  80.24% 81.5%  83.92%  81.89%(+8.81%)

narrow-to-wide fashion, and this SI only updates incre-
mental parameters of the current subnet compared to the
previous narrower subnet.

Tables II, III, IV, and V present the accuracy of dif-
ferent training mechanisms for FLENN models of widths
[0.1,0.2,0.3] and [0.3,0.6,1.0] on two datasets. Clearly, for
MobileNetV2- and ResNetl8-derived FLENN models of
widths [0.1,0.2,0.3] and [0.3,0.6,1.0] on the CIFAR-10 dataset,
compared to the Synch and SI training mechanisms, our
proposed freezing-assisted wide-to-narrow training mechanism
can improve the average training accuracy by 18.88%, 8.81%,
25.52%, and 1.94%, respectively. Meanwhile, the results show
that our training mechanism can obtain similar results on
the Fashion-MNIST dataset. In addition, we also evaluate the
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TABLE III
ACCURACY COMPARISON OF MOBILENETV2- AND RESNET18-DERIVED
FLENN MODELS WITH WIDTHS OF [0.3,0.6,1.0] UNDER DIFFERENT
TRAINING MECHANISMS ON CIFAR-10
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TABLE V
ACCURACY COMPARISON OF MOBILENETV2- AND RESNET18-DERIVED
FLENN MODELS WITH WIDTHS OF [0.3,0.6,1.0] UNDER DIFFERENT
TRAINING MECHANISMS ON FASHION-MNIST

.. Widths w L Widths w
Model Training 03 06 o Avg Acc Model Training 03 06 10 Avg Acc
ST 8] 7439% 74.85% 713.94% 74.39% ST (8] 92.14% 92.16% 91.88% 92.06%
A o Synch [34] 4337% 438%  624% 49.86% , Synch [34] 91.3% 91.18% 90.86% 91.11%
MObleNetVIFLE  proposed  72.07%  73.89%  80.15% 75.37%(+25.52%) MobileNetV2-FLE - Jhosed  92.14%  9229%  93.01%  92.48%(+1.37%)
ST (8] 847% 85.11% 84.6% 84.81% ST81 93.63% 93.55% 93.19% 93.46%
Synch [34] 82.76% 82.93% 83.17% 82.95% Synch [34] 9337% 93.22% 93.19% 93.26%
ResNet18-FLE ; 5 4 2170 a.aa%0 e A
Proposed  8335% 84.23% 87.1%  84.89%(+1.94%) ResNetIS-FLE g oposed  9325% 9324% 93.93%  93.47%(+0.21%)
TABLE IV

ACCURACY COMPARISON OF MOBILENETV2- AND RESNET18-DERIVED
FLENN MODELS WITH WIDTHS OF [0.1,0.2,0.3] UNDER DIFFERENT
TRAINING MECHANISMS ON FASHION-MNIST

- Widths w
Model Training 01 02 03 Avg Acc
ST 8] 91.46% 91.56% 91.36% 91.46%
. Synch [34] 91.02% 91.08% 90.95% 91.02%
MobileNetV2-FLE - b hosed  91.61%  92.13%  92.64%  92.13%(+1.11%)
ST 8] 92.66% 92.88% 92.64% 92.73%
Synch [34] 9233% 92.35% 92.25% 92.31%
ResNetl8-FLE  posed  92.62% 92.83%  93.48%  92.98%(+0.67%)

accuracy improvement for each subnet of FLENN models.
For instance, as can be observed in Table II, compared to SI
and Synch, our designed training mechanism can obtain up
to 20.24%, 24.24%, and 12.15% accuracy improvements for
three subnets of MobileNetV2-FLE-[0.1,0.2,0.3] on CIFAR-
10 dataset, in which the average accuracy improvement refers
to 18.88%. The training accuracy progress benefits from the
wide-to-narrow training technique and the freezing technique.
First, the wide-to-narrow training technique can offer a pos-
itive pretraining function for narrow subnets. Second, the
freezing technique with one random skip manner can provide
a helpful regularization function to relieve excess update for
these subnets that share an elastic branch module, so as to
improve the global training accuracy of FLENN models.

D. Necessity of Distributed Collaborative Training

In this section, we conduct extensive experiments to demon-
strate the necessity of distributed collaborative training in
our proposed EFLCF. Note that in the proposed EFLCF, the
number of clients is set to be 100. This work employs a
common benchmark IT [39] in which a single client trains
its DNN model individually for comparison. As the previous
experiments, we adopt the MobileNetV2-FLE-[0.1,0.2,0.3],
MobileNetV2-FLE-[0.3,0.6,1.0], ResNetl8-FLE-[0.1,0.2,0.3],
and ResNetl18-FLE-[0.3,0.6,1.0] models with the FLENN
structure to evaluate the training accuracy, and record the
training accuracy every 25 epochs on the CIFAR-10 and
Fashion-MNIST datasets.

Fig. 5(a)-(h) records the accuracy of MobileNetV2-
FLE-[0.1,0.2,0.3], MobileNetV2-FLE-[0.3,0.6,1.0],
ResNet18-FLE-[0.1,0.2,0.3], and ResNet18-FLE-[0.3,0.6,1.0]
models on the CIFAR-10 and Fashion-MNIST datasets
during training. Clearly, as demonstrated by the accuracy
curves of models, our proposed framework yields remarkable
accuracy improvements compared to the IT framework. More
specifically, the obtained average accuracy improvements in
Fig. 5(a)-(h) are 40.16%, 40.69%, 47.59%, 48.3%, 11.40%,
11.47%, 10.93%, and 10.63%, respectively. This is because
our proposed EFLCF with the distributed collaborative training
manner can well train FLENN models by exploiting adequate
training data across decentralized clients.
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TABLE VI
COMPUTING COST EVALUATION

Framework Comput{ng cost Computing cost Training
of clients of server accuracy

Traditional FL 80.69 x 10° MACs | 3.82 x 10° MACs 81.56%

Proposed without Freezing | g . 106 Macs | 82.61 x 10° MACs | 81.56%

and Random Skip

Proposed 0.62 x 10% MACs | 69.61 x 10° MACs | 81.75%

E. Computing Cost Evaluation

In this section, we compare our proposed EFLCF with
two FL frameworks to validate the advantages of computing
cost reduction on IoT devices. In addition, we employ the
ResNet18-FLE-[0.1,0.2,0.3] model on the CIFAR-10 dataset
for evaluation and analysis. The two adopted benchmarks are
summarized as follows.

1) Benchmark 1 is the traditional FL framework [14], in
which clients perform forward propagation and back-
ward propagation locally and then upload the local
models to a server for aggregation.

2) Benchmark 2 is our proposed EFLCF framework with-
out freezing and random skip strategy, in which the
freezing strategy and the random skip strategy in the
proposed FL framework are removed.

As listed in Table VI, our proposed EFLCF and two bench-
marks are evaluated by three metrics, i.e., computing cost
of clients, computing cost of the server, and model accuracy
during training. Clearly, the client-side computing cost in our
proposed EFLCF is only 2.35% of that of the traditional FL
framework. The reason for achieving such a remarkable com-
puting cost reduction on clients is that in our proposed EFLCF,
clients offload most of the computing cost to the server, and
clients only need to undertake the computing cost of the
forward and backward propagation of the head convolution
module in ResNet18-FLE-[0.1,0.2,0.3] model. This advantage
frees up the training computing limitations of IoT devices and
enables more computing-constrained IoT devices to participate
in FL training. In addition, compared to Benchmark 2 which
does not adopt freezing and random skip strategy, our proposed
EFLCF can reduce the computing cost of clients and the server
by 67.37% and 15.74%, respectively, while achieving 0.19%
accuracy improvement. The above benefits from the facts that
the freezing strategy can reduce the updating frequency of
the head convolution module on clients, and the random skip
strategy skips some updates of intermediate subnets on the
server, which can provide a regularization effect.

F. Accuracy and Computing Cost Evaluation of Our
Entropy-Based Narrow-to-Wide Elastic Inference Mechanism

To demonstrate the effectiveness of our designed entropy-
based narrow-to-wide elastic inference mechanism, this
section adopts the well-known MobileNetV2-1.0 model and
its derived MobileNetV2-FLE-[0.3,0.6,1.0] model to evaluate
the computing cost and accuracy of the inference. Here,
MobileNetV2-1.0 refers to a well-trained MobileNetV2 model
of width 1.0 and has only one exit, and MobileNetV2-FLE-
[0.3,0.6,1.0] refers to the MobileNetV?2-derived FLENN model
which contains three subnets of widths 0.3, 0.6, and 1.0. Here,
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Fig. 6. Real test-bed platform.

for MobileNetV2-FLE-[0.3,0.6,1.0], the confidence levels of
the front two subnets are set to [0.18,0.06] and [0.28,0.32].
Table VII shows the results on accuracy and computing
cost comparison during the inference process. As observed, by
employing our entropy-based narrow-to-wide elastic inference
mechanism, MobileNetV2-FLE-[0.3,0.6,1.0] can significantly
reduce the computing cost and improve model accuracy during
the inference process. Specifically, compared to MobileNetV2-
1.0, our proposed MobileNetV2-FLE-[0.3,0.6,1.0] is able to
reduce the computing cost by 42.5% and improve the inference
accuracy by 0.34% on average when the confidence level is set
to [0.28,0.32]. Moreover, compared to MobileNetV2-1.0, our
proposed MobileNetV2-FLE-[0.3,0.6,1.0] is able to reduce the
computing cost by 22.5% and improve the inference accuracy
by 1.86% on average when the confidence level is set to
[0.18,0.06]. The reduction in computing cost is due to the fact
that our FLENN model structure allows a lot of easy-to-handle
samples to exit from the narrow subnets in a fast manner.

G. Evaluation on Real Test-Bed

To evaluate the effectiveness of our proposed framework
in real-world scenarios, we construct a real distributed FL
training platform which consists of six heterogeneous client
devices and one server, as shown in Fig. 6. Here, the specifi-
cations of the heterogeneous devices and the server are listed
in Table VIII. In addition, we employ the well-recognized
Dirichlet distribution [40] to generate NON-IID data distri-
butions, where the coefficient o controls the degree of data
heterogeneity, and the smaller « indicates the higher degree of
data heterogeneity. Based on two common NON-IID distribu-
tions (¢ = 0.3 and « = 0.7) on the Fashion-MNIST dataset, we
compare our proposed framework with benchmarks by using
the ResNet18-FLE-[0.3,0.6,1.0] model.

Fig. 7 illustrates the latency required by using different
methods to achieve the target accuracy under two NON-IID
data distributions (¢ = 0.3 and o« = 0.7), and the detailed
numerical results are reported in Table IX. It can be observed
that our proposed method achieves the highest accuracy
with the lowest latency. Numerically, our proposed method
achieves even higher accuracy while delivering speedup gains
of up to 6.9x and 14.7x under the two data distributions,
respectively. These results demonstrate that our method retains
the advantages of accuracy and latency under heterogeneous
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TABLE VII

RESULTS ON ACCURACY AND COMPUTING COST COMPARISON DURING INFERENCE

Exit Rate / Accuracy | Exit Rate / Accuracy | Exit Rate / Accuracy Computing cost
Model . . X .
ode Threshold of Exit 1 of Exit 2 of Exit 3 reduction Accuracy
MobileNetV2-1.0 X X X X 26.05 x 10° MACs | 79.16%
MobileNetV2-FLE
1[03.0.6.1.0] [0.28,0.32] 44.6% 1 92.2% 20.7% 1 77.9% 34.7% | 64.1% 14.98 x 10% MACs | 79.50%
MobileNetV2-FLE
-0.3.0.6,1.0] [0.18,0.06] 32.5% 1 95.7% 4.9% 1 98.9% 62.6% / 71.9% 20.18 x 10 MACs | 81.02%
457 451 =
40 —4— Traditional FL 43 —4— Traditional FL 40 —4— Traditional FL - 69.5Mbps 451 —4— Traditional FL - 69.5Mbps
’ Proposed without Freezing 4.0 Proposed without Freezing ) Proposed without Freezing 4.0 Proposed without Freezing
3.5 and Random Skip 35 and Random Skip 35 and Random Skip - 69.5Mbps 15 and Random Skip - 69.5Mbps
30| —*— Proposed R - Proposed 10 —k— Proposed - 69.5Mbps 7| —#— Proposed - 69.5Mbps
o7 30 -~ | —®— Proposed - 33.1Mbps / ’23'0 —e— Proposed - 33.1Mbps
25 Y 3,251 —e— Proposed - 21.7Mbps .2.5] —®— Proposed - 21.7Mbps
2,0 £40 g, —o— Proposed- 12.6Mbps £, o)~ Proposed - 12.6Mbps
2 g2 Che §20
= 1s =1s 21s s
1.0 1.0 1.0 1.0
0.5 0.5 0.5 0.5
b PSP AT g A
o.o-=A=dl=*—*—*—M 0.0 kA 0.0/ 0.0
70 80 90 70 80 90 70 80 90 70 80 90
Accuracy (%) Accuracy (%) Accuracy (%) Accuracy (%)
(a) (b) (a)
Fig. 7. Compare latency required to achieve target accuracy. (a) NON-IID Fig. 8. Compare latency required to achieve target accuracy over different

a = 0.3. (b) NON-IID « = 0.7.

TABLE VIII
CONFIGURATIONS OF THE REAL TEST-BED PLATFORM

1D ‘ Device ‘ Computing Resource ‘ Memory
Server Workstation NVIDIA GeForce RTX 4090 GPU | 64GB
Client#1 | Raspberry Pi 4B | 1.5GHz Cortex-A72 ARM CPU 8GB
Client#2 | Raspberry Pi 4B | 1.5GHz Cortex-A72 ARM CPU 8GB
Client#3 | Raspberry Pi 5 2.4GHz Cortex-A76 ARM CPU 8GB
Client#4 | Raspberry Pi 5 2.4GHz Cortex-A76 ARM CPU 8GB
Client#5 | Jetson Nano BO1 | 128-core NVIDIA Maxwell GPU 4GB
Client#6 | Jetson TX2 NX 256-core NVIDIA Pascal GPU 4GB

TABLE IX
REQUIRED LATENCY TO ACHIEVE TARGET ACCURACY

Data distribution | Framework Accuracy | Latency (s)
Traditional FL 93.18% | 3.15x 10°
Proposed without Freezing 5
NON-IID o = 0.3 . 93.18% 1.80 x 10°
and Random Skip
Proposed 93.29% | 0.46 x 10°
Traditional FL 93.67% 4.49 x 10°
NON-ID a = 0,7 | Froposed without Freezing - -5 (00| o 77 105
and Random Skip
Proposed 93.93% | 0.30 x 10°

TABLE X
MEMORY USAGE AND COMPUTATIONAL ENERGY CONSUMPTION

Framework Memory Energy .Co_nsumptlon Energy Consumptlon
Usage of clients of server

Traditional FL 110.02 MB 1124.95 KJ 0.66 KJ

Proposed without Freezing | 76 5, \p 479 KJ 2280.63 KJ

and Random Skip

Proposed 76.20 MB 0.28 KJ 558.29 KJ

data distributions in the realistic hardware platform composed
of heterogeneous IoT devices.

Table X reports the results of the memory usage and com-
putational energy consumption for both the clients and server
by using different methods. Here, the computational energy

network bandwidth. (a) NON-IID o = 0.3. (b) NON-IID « = 0.7.

consumption is obtained by the measurement tool in [15]. As
observed, our proposed method presents significant advantages
in terms of the memory usage and energy efficiency. In
terms of the memory usage, compared to traditional FL, both
variants of our proposed method can reduce the memory
usage by 30.7%. This is because our proposed framework only
deploys the head convolution module of the FLENN model
on the client side, and this module contains few parameters.
In addition, compared to the benchmarks, our approach can
reduce the total computational energy consumption by up to
50.4%. The reason for the above fact is that the freezing
and skipping mechanism can effectively reduce the overall
computational workload and avoid the corresponding energy
consumption overhead.

H. Communications Overhead Evaluation

Fig. 8 compares the latency of achieving the target accu-
racy under different bandwidth constraints. Here, under two
common NON-IID data distribution scenarios (¢ = 0.3 and
o = 0.7), we employ the ResNet18-FLE-[0.3,0.6,1.0] model
on the Fashion-MNIST dataset for evaluation. It is clearly seen
from the figure that, compared with benchmarks, our method
is able to achieve the target accuracy with lower latency under
various limited bandwidth 69.5, 33.1, 21.7, and 12.6 Mb/s
conditions. For instance, as shown in Fig. 8(b), in the NON-
IID data distribution scenario (¢ = 0.7), compared to the
conventional FL with the highest bandwidth of 69.5 Mb/s, our
scheme can achieve 95.8%, 91.6%, 87.4%, and 78.7% reduc-
tions in training latency respectively under same bandwidth
69.5 Mb/s, and limited bandwidth 33.1, 21.7, and 12.6 Mb/s
conditions. The reason for the above latency improvement is
that our scheme can well alleviate the computing cost pressure
of computing-constrained devices.
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TABLE XI
COMMUNICATION OVERHEAD OF ONE TRAINING BATCH

Framework Communication Overhead
Proposed without Freezing

and Random Skip 3517 MB
Proposed 7.36 MB

In addition to the latency evaluation under different band-
width conditions, Table XI elaborates on the improvement
in communication overhead of our designed freezing-assisted
wide-to-narrow training mechanism. Clearly, it can be
observed that communication overhead is reduced by 86.7%
in each training batch. The above reduction in communication
overhead is attributed to the fact that our randomized skip strat-
egy and freezing-assisted technique can significantly reduce
the frequency of transmitting the input tensor from the client
to the server as well as the frequency of returning the gradient
from the server to the client. Thus, it can be concluded that
our approach can mitigate the communication overhead well.

VIII. CONCLUSION

To alleviate the high computing cost of IoT devices in
emerging FL, we propose in this article an elastic FL col-
laboration framework via coupling an FLENN model with
multiple-width subnets. The supportive training and infer-
ence mechanisms are proposed to exploit the advantages
of our proposed framework. More specifically, a freezing-
assisted wide-to-narrow training mechanism is designed to
efficiently accomplish device-server collaborative training with
low device computing cost, and an entropy-based narrow-to-
wide elastic inference mechanism to optimize computing cost
without degrading accuracy. Experimental results demonstrate
that our approach can significantly improve the distributed
training accuracy as well as the device computing cost in FL
training and inference.
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